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University project laboratories are often used outside official working
hours without direct supervision from instructors or staff, creating
risks related to access control, unattended electrical equipment, and
electrical short circuits. This research aimed to develop an loT-based
security and safety system prototype for university project
laboratories. The proposed system employs an ESP32 microcontroller
integrated with a fingerprint scanner for user authentication and
access control. In addition, current, temperature, and air-pressure
sensors were installed to monitor room operating conditions.
Information regarding the number of occupants, electrical current
consumption, and room temperature is transmitted to the Blynk loT
application, allowing administrators to monitor laboratory status in
real time. Furthermore, when the last user leaves the laboratory, the
system automatically disconnects the electrical power supply. If the
air conditioner is left operating, the system detects the remaining
airflow pressure and activates a siren alarm while simultaneously
sending a warning notification through the Blynk loT application. The
system was evaluated through 30 test trials for each function. The
results showed that the fingerprint authentication function achieved
an accuracy of 9333%, while the occupant counting function
achieved 90.00% accuracy. The overcurrent protection function
successfully disconnected the electrical circuit with 100% accuracy.
The automatic power cut-off function when the last occupant left the
laboratory also achieved 100% accuracy. In addition, the air-
conditioner reminder function using a siren alarm achieved 100%
accuracy. As a result, the average performance of the core system
functions was 96.67%. Meanwhile, data communication and
notification services through the Blynk loT application achieved an
average accuracy of 9250%.

ESP32, Fingerprint, Current Sensor, Electrical Safety, loT
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SYSTEM ROOM IOT:
Amps
Over Current & Cut off Current

sun 10 msuaavdonduudvidiouniu Blynk loT
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alnndtagauisndasvosiwwiwanowlasansldgndao 100% ucdwundiu
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1-5 3->2->1->0 5 5
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26-30 4-3-2-1-0 5 5
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SYSTEM ROOM IOT:
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User=0 & Current=0
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ua:usuwatnsu Blynk loT Tdaghvgndav uazloRidoiusanoinkavlasna
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mson 6.5
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Asvin N
Tosu ace LCD Blynk App.
1-5 5 5 5
6-10 5 5 4
1-15 5 5 5
16-20 5 5 4
21-25 5 5 5

SYSTEM ROOM IOT »

Blynk

SYSTEM ROOM IOT:
Air
[:] 429 Forgot Turn OFF Air Cond.
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udavwaudviéisuriuoa LCD Tdasuno 30 Asv Aaldundiugndaviova:
100 1Wuniu veuzANMsdvdonnuudvldouniuuauwaiadu Blynk loT awisn
udoidaulddudodiuou 27 ASo oInmsnadaunvkua 30 Asv Aatdundu
gndovsosa: 90 lagAdwAaralAdpuRlAaduDIPTaNKAQUIDINADILEISE
néondwluladusuovnisdoaisdoyaniutadodresuinasiiaua: Cloud
Server uov Blynk loT 2g1v0{sicnu wanisnaaovudavltkud1S:uUaIUISO
Qs2PaDUANIUNISHILILYDVIAEDOUSUDINALA:UDVLEDURTSVIUTADEVD
Us:ansmw
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