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Abstract

Due to the spread of COVID 19, throughout the year 2020, working from home has
played an important part in the organization, businesses and agencies around the world.
This makes the various types of cyber threats posed by the use of the internet even more,
especially the threat of ransomware. A survey in 2020 showed that cyberattacks with
this type of malware were found in Buddhist areas. Thus, this research aimed to study
how to protect cyber assets against ransomware by reviewing relevant literature from
foreign research articles as well as the real case studies of the cyber attack from Maze
gang. In addition, this research is to study the prevention and detection of ransomware
from the research articles in order to introduce a guideline to prevent ransomware from
happening in the future.

From the study of Maze gang’s attack pattern, they employed generally the same
attack techniques that can be used to create a preventative approach, such as trying to
maintain their foothold and hiding in the network for a long time before taking the
sensitive information out of the target's network and encrypting the data file. However,
if we have effective monitoring systems, the suspicious cyber threat will be detected
and prevented from incurring. Therefore, this article presents the guideline for the
prevention from Maze ransomware based on the concept of the National Institute
of Standards and Technology of the United States Department of Commerce, which are:
(1) Establishing cybersecurity measurement (2) Safeguarding information assets (3) Cyber
threat detection capability (4) threat response (5) Post-disaster data recovery after
the cyber incident.

Keywords: Ransomware; Maze gang; Cyber security.
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? BLACKFOG, The State of Ransomware in 2021. [Online], Available: https://www.blackfog.
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° Saxena, S. & Soni, H.K,“Strategies for Ransomware Removal and Prevention”. IEEE 4th
International Conference on Advances in Electrical, Electronics, Information, Communication
and Bio-Informatics (AEEICB-18), (2017) : 1-4.
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or Microsoft 365 Defender Threat Intelligence Team, Microsoft., Ransomware groups continue
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<. mMswauilaialuszuuiaTatie (Persistence)

Tagunfirdosneuiiumesilduinisanlvanfiuad (Solarwinds) a¢l#lUsunsa RabbitMQ
Tunsdeasdsldlng Erlang runtime service (erlsrv.exe) Tun1s$u usninesazerdauuiunms
yhaadlid erlsrv.exe Tumsudsfaedliluszuy mnduiinisianiv (Restart) Tusunsy
RabbitsMQ lngldmdsmyansianuuas Gudulusunsa RabbitsMQ Tasundlnélauss version.
dl azgniSenldanuanuiludeya System 32 wadillng version.dll egluwiludeyaifieniuiy
W8 erlsrv.exe fuavBonldlid version.dll flegluuiiudoyaifiorfuuny wazlidlauss
acluapi dll faggniFentdlude duis b ndlavsiidutaunsiueninesuunldly wimndu
TUsunsu Cobalt Strike’s Beacon Gauilaniulud netplwiz.exe faganansadoansiu erlsrv.
exe 1¢ waginavilvinisilednduluogeanysal Tudnnsdivilsusninesl¥asluviusadeaiu
Tunswlssdniunsyinuunivesssuuufians lnsusninasin inadawaslausizunldly wae
1‘1/\155@[%8&6?{1@811/\!5 jusched.exe Wialusunsy Java Updater Buduyineu wdannnuanines
Iaadunisweuiladlussuuldegsauysal LeninaTaLyiNITAIARTERUAUMITILARY 9
warduiunssnlnanlusunsugfidh ngrok TUS C:\Windows\dwm.exe vosnoufianes
e q deadnsdedlditimanesng q Tussuuiededis

&. Wélnan (Payload)

Unfilild mshta.exe gnizenlilasszuuufoinsilmdiiesulwduuana HTA uiusnines
Iimunldsiauasunuana HTA (HTA Payload) 3441w mshta.exe Tun1siu Tnedidomngan
wuiuea (SENTINEL) mianisalinuaninesialiuuimnvetnadawisunanaeviiie (HTA) Tu
mMshaunszeglnavuaieatimingld neunvylfiadesile Cobalt Strike Beacon lidifaws
wwanaevfieirgnideutmedlaswauty wasdinsdhsaluduresdidslifarududou
Nnndeyaiildnarmnaguliin wanfdanuaansolunsAsfuiauiisnislaud msdhdanses
poufiumesidingliegnesings wavensen1snsiadu

wuantasiudauasisenAlaanuanieniauwuimnisuiinves NIST
TuuniasiiauenumenistiostusaunsBonaldaniuants lnsutseenidu ¢ funeu
pundnnisvesantiusassukasmeluladuviend (NIST) vieusullumeiuinnsan il
o. MR MUAIIATNMIANUSUAIaaAAtlviues (Identify) Ao Aniindlszuuauy
n3ndau nieteyalathefifinnudsuarenadsransznudememhaunninaaunisainislauf
fimsdadduanuddglunisguasnussuuniety dielimunnasnisanusiunsasnse
lowues
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o. MIRTIABUTIWASTREITeTUR o mun
©.6. mimnaamwmiqﬂﬂimﬂlaﬁﬁy’wmmduaaﬁﬂi \iansavaeun1ssnam
unay (Patch) wagn13U13e3nm leUaveslu (Vulnerability)
o.lo. MsaTnaeutadsededildlaldon wu wiauaeenluuds Wi
b. M3t MUAAINTEMIULIT
b.o. Ha1sNOUARAYNASY Wumnilnaalidynatinnndulediliudeto
wfndaadlunoufinmesvosesdns liilalduutludiuaanyanaiiliddn wieliundede
ietasnisnntlvansiaws lirdndadluduailiundede Wetlostudiudilvds iadndani
AuanslawanFoniiseneusn (pop-up) Wletesnsanilvandiauas
b.o. MruaunadnuiugiEuuleuy Wy nsdaanungudusiou
o.00. aildgunsalumaslasul (Flash drive) viogunsaldusideudeduneuiianes
wioszuunseteneluesdng mnfianudndusewwseuginaingguaszuy
.. Wakarmiluouse Tagndu
.. Wlidadsedewazsianiuguiu
o. M3Untlasquanindduasauma (Protect) Ao M3NuNAITILMUANLTaUnTDs
ALaTEULIDIReANS Miauiazaniunstdesiuanulasademslyuesegramngan laun
NsAIUANNITEINDY N5Fusiagn1siineusu AnuUaeasievesdeya N15ANATEIUEYA NTEUIUNNT
uazdunou deuthss wesmeluladmsdasiu
o. WENAIWTTUURSaU1 (Network segregation) WBAAKANIEVIUAINNITUNINTZANY
JauSHIULATOUNE
b, MIFAUARNSASIENTNASEYY MuNTTISURATEU (Authentication, Authori-
zation)
a. NIMIVANMIINERINTEEElnG (Remote Access)
a0 MIAsuneaInesnyUsens 3389 vedluslnneaaiad
mo Timsfigaidauaetureuuuudinerio
aa SfadaTnneavlefivennsafianunsaldnisdeuseainsresling sauda
mMsfeusteannIfiBu (VPN: Virtual Private Network)
<. Mstneusuminaumaiunsinsanasiuaaensty Wy
<. N1531a8sdnuNsainIslanAnsleiues (Cyber Drill)
At mmsiat,ﬁaﬂumi@?’nﬁuﬁﬁﬁa (Business Continuity Management)
<. WupBUAUBIiuAnAUlBUes (Incident Management Plan)

LY

&.& ununaunan unsalieiiuf (Business Continuity Plan)

08. KOOI (KN 104-118).indd 114 24/12/2564 16:50:38



WM TS nwALTuAIUaensyndawssunalaluaNunNvsan 1y nTAANYINELTY oo

& wialulagnistesiu Wy Security Information and Event Management (SIEM),
Firewall, IPS/IDS, Email Security, Antivirus, Endpoint Detection Software
. ANUENTAIUNIATINUMASEANANLEIUaS (Detect) AB st uneULaY
n3TUILMTHN 9 Wensnadumgfunnauleues
o. MANUNALAZIMANI3A] (anomalies and events) Ao N1sdaLiuTufinAanssu (log)
wu 91ngunIallusiead (Firewall) 9naunsaileditea (IPS : Intrusion Protection System)
97nLfA (AD)
b. MasrTimnuiuaslasnseagwselilos (Security continuous monitoring) wa
NILUIUNIINTIIVU (detection processes)
b.o aUnsallunsidnseds Wy lefiea duilaglediea (WIDS), Weu (SIEM:
Security Information and Event Management) wazdfe13 (EDR :Endpoint Detection and
Response)
blo UNIATIZRAUALUADAAY (Security Analyst), NIu@56 (Cert :Cyber
emergency response team) wagdean (SOC : security operation center)
. msfuiiasfeanau (Respond) Ao MsfmuatunouLAENszUIUMIHg 9 ipsuile
fugamunisaliaunifiietu
®. MTINUNUAIIREULEA (response planning)
0.0 AuaUnUIThivesauusazaulussdnsliamiilegnlawd
oo Fan1sdousomunietis dviuniesrsufiuneiifntawd edastunns
nszevestausludssuvansaumady
.o WaBusHAH AL st U 0sReuRImas iRaaws saudaswarinuy
suaqqllﬂsaim%aﬁthﬂL,Lamwuﬁgwm wasndndildidadawideng 5 DONAINTZUUNUALA?
FosuiumaiBsusiarilmiiimndnaderiidnuiussuumunusnyBiidauime ™
b. N1530815 (Cornmunications)
o.0 Wi ludamhsaunelusiig q MiAerdes wazdlduinisszuunelulimsu
bl uWiangludsdinnuanznssunsminuanuiunsaendsluue fuisnd
wazlne@sn
. NTIATIEN (Analysis) Ao N13ATIVERUANENUGURTaIISFENAla tnuanfetoya
fusingluniesneufinnes Adnfausd wu uwanaveslwdiasuly deanuiiusinguu
ihaolun1sBendnld WieUssiduismsudledym wu msgaudeya 1us
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<. NI[ANANIENY (M|t|gat|on) AD LLWUBLLAIFNBDAITITUS VYUY EJ\‘iﬂﬂﬂ‘Viﬁy ] NUVBLEYY
=

U L3

mnandurnduemiudsendelunisguatoyatun avdmaienudelavesgniriififuesdng
fafu nisunasnisaiede nishnsertuliguangune Auvanimsmausuliieu Weliiuiled
anumsnifiintuldegnenaidiiia
& nM3UTulsan1smeuld (Improvements) fe USuunun1sneuldlvidussdnsain
1NTuNNsinSeAnTy viedrdennnadfnuiiviuads
¢. mafAudayauazszuundanafegnanuleies (Recovery) Ao nstwmuadunou
LaENITLIUNIIANe 1 Lieligsiaanusaduiuldogieraides wagiuyszuulindufuan
WilloulAy
®. LHUNISAUANIN (Recovery planning) As N1saguNUaNMNlunsSUllodaws
Beonenld wagimsnaaeufounusuiiofiannsadiuaaunisaliaaefifinainnisgnlawi
milsiues msfuinnsgudfguounugsia SsunuiuiielogniausFonaldlaudifuad
valulaildiaglutiogiull Tnowmiinadedldudnstioaty vieurnisifudoyatidisesly
. 115U5UUTINISANANIN (improvements) Aa A1sUTUBHUNISAUANINTAT
UsyAvEnmnntuainingnsaltiiiiedu vieainnsdifnundivuaie
o. M3A0E15 (communications)
o.0 NMifomssenitamienuniglussdng ielinsuamnuduminuastusey
vosmsifuszuuuszes o
oo lunsdiitlianunsalivinisuagsuuinsmeouenld dounSoumanariionts
Ussduiusdmiumansaldnan nglvinansenuseasdnslyiiosdian

anUMENALAzUBLaUBLUE

unanuatuildliisieseiduneunislavivestaniGenanldwanfsannseu
lulasvewsi lesannguidmsnenslasivesiamizenaladulngdudldszuuufianig
Hulond Insaenndesiudeyarasueia - fisvyitfosas cm vestaiFonaladulnduuana
exe FhamuusguuURtRnsIulad dmsutuneunistiostunisth NISTIR 8374 (atfushe) 1
o199zeoniuatuanysallull we. beoe dszgndldifunfuiioreeauuimeinitausly
nanedumsuidsn (Framework) flauysalanunsntnuuiuldldlunnesdng
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