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Abstract

The software can have autonomous configuration and secure network operations thanks to Software-
Defined Networks (SDN) architecture. The present paper aims to present a software-defined networks
architecture that enhances network security. Four themes are presented: The foundation of SDN is creating
a network system so that programs can be written to manage network resources effectively in terms of time
and security. The second issue outlines the three layers and two links that make up the architecture of a
software-defined networks. The third issue explains the importance of SDN to the network. This topic outlines
and addresses the availability, reliability, security, and performance issues network explicitly described in a
secure network's system design. The final section guides creating an SDN that maximizes the network's security
capabilities. The research findings that help network systems in terms of security and high efficiency from the
infrastructure level to reducing maintenance costs on networking are extended in the final portion provided.
Thus, research into software-defined networks designs is necessary to provide a safe network appropriate for

dynamic networking technologies.
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ninensiumadudaszangudn aunsalinuimiuldvanasduin fsnsesnuuuiduiidums Jandonvioe
nastudosinideminens dwmaliniseenuuulasiadeiugurenedotiesuiunsliedeiivssansnmuas
funsaenfoBay

nudnnisr 3 Yssiiutuaenadestutsslevivosanidnenssuszuuinietiefitinunlasgonduas
(Feng, Mao and Jiang, 2016; Gong et al., 2015) sﬁﬂamﬁaa;ﬂmﬁaﬂﬁuﬁﬁ andnenssusyuuedetieiitivun
Tngwenduns wnzautunsiarldlumsesnuuulasiaiaiuguresszuuiaietnsuasfulssssuiniote

wanslunsAIISTULAS s e Tinunlasandwasitasiiuauiuasaende Tiiussuy
LA3DUNY

Tur29d7isinunn szvuidetisfidimunlasgenduaslesunisengrusiduaandnenssuiidouannluns
thuldlusruuiadetionariidnideaulafauianInenssuss vuindetefismunlnegeniuasuiniy ey
wuamslunsianuesdunsounine q lrifuinide §a Yan et al. (2016) Idaguuuamslunmsiaunsyuuieiorei
fmuslaegenduad funaulald 3 wuamneed
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1. Wanszuueseteiifvunlasveniduaf ileusvssansdeyavualug) (SDN developed to
manage the Big Data)

IgindnfienisTanfann Dbos s Tutlagiufinsusuugesuuuuliiimslasfuuuiissnaegusasidadu
nslanfuuuiuusuarsings lnsedeaodnenssudumesiinannusags Insldusslemianveniin (Botnets)
SnvuzmadiunsTadiifinsiureesennd wwinvedoyamaiuardanududounariivuialvg (8ig Data)
Fsmsnsandumisland Wedinmsiannszuuieierglisesiumsiudsioyanioufinnavunslvgfifianududouldas
Wumsuadgymnislaufsyuuinietne

nswamedetnsliisessuiuteyavualngfidarududeu aardnenssuszuuiaietnefidimunlag
gendwd$ fnmmnzauuniigalunisihuniamieuimsianisteyavualunafifiniududeu iesain SON
anInmesINsUImsianinaderislihauuusnluddld Sedmaiinnsveeiniorisldla ssnluiFlaglides
USudsueile ¢

2. WanszuueSatnefiruualaegendiuas euimsianmsileituniotneaiiousss (SON
developed to manage the Network Function Virtualization : NFV)

HsAdumIevnataliouassdinisununldluaiovnsiaiiouass (Network Virtualization : NV) wazia3eviy
wefleutsmansiniotns (Multiple Virtual Network : VNs) dsrailifanunsaldninennsinietnesaufuldnussesu
Tssadafiugiu uenaniedetioiaiiouaisdigliimugunislvavowufinng uandunismumuuuusugus

SDN WWuaantlnenssuiimangdmiunnimniauifieuimsdansilaiduniovisiadouasansg SON &
nshndanfuaindrieisuned dnssngemuaunishauminensaietnewarannatmunaiuinsinns ssuy
LA

3. Wawnszuueieteiitmunlagveniduasiveidugudnansteyataieting (SDN developed to
Information-Centric Networking)

Audnansteyatnietng (information-Centric Network : ICN) iuanitnenssulusiflézunisiaueiduis
witymdmsunisifiuussansnmuensindauiinnanararundenvasuiinng Wuandnenssuedeteiiidasy
Tuesanuil fimsusndrusenindunuauuiininauazdiuveansdwiouininadsaenndosiundnnisves SDN
Tnelwslnaoalowmulyiad (OpenFlow Protocol) Wusanansdmiunmstheufining fetulunguenidfoimunssuy
ieteiitmunlaserlduasitelfugudnansieyaiaietny mssAny OpenFlow-based

AjUnauaztalauaLUL

andnonssuszuuiaietiedifmunlagwondud 1uandnenssugunuulniivilieendusiimuae
Uimsdansszuuiaiedislimaunsyiulasadiiugiu Sniianansnvenssruuiaiedsldlaesaludd lides
snunalmidlefinnsfindegunsniiedotneifisiy Uszneufuauauifauresssutinietis fitmualnevensuas
auUsenslaun Usznnsil 1 aandmenssuszuuiaietneiidivuslassensinng annsoviliiadoviod APl daneds
szuuAdeTsaIsasesiuNMsdeulusunsuiteonldaumineins (Resources) wasszuuiaietneldl wisnsviay
oonduassdniliun drumuaunazdiuvesdoya Uszmsi 2 ssuuiaSetnefiduuslngwenduas awnsadmunn
UIMsdnnsszuuesornednluid dsanansouimsdanisszuuiaietns anusiuasUasndsdesulufanisuiuuss
dudsznousunnuiunasniouaymsuimmineinsszuuieetne Idegrsasningands iiu AP finusuann
gudnans uazUszmsgaving TeruvesprudeyaiiAudnuurnisloud idumanislauvesgunsalszuuiaetneiign
Taud Vi7lewulnia’d (OpenFlow)

MnauantRiuaulsznsvesandnenssuszuuiasetofidvualasvenduag demaliszuuinietie
funsaondouazUszAvBamgstaurssiulasaineiugiu Usendaalielunisthssinuiaiedns uandudnuis
anilmenssuiimmhuideiaufieliszuuieietneiinnusiuasasefuaeniufuandnenssuuuulaunin

References
Agborubere, B. and Sanchez-Velazquez, E. (2017). OpenFlow communications and TLS security in software-

defined networks. Proceedings of 2017 IEEE International Conference on Internet of Things (iThings)

avanslag maizIneImans unInenaeguasIveIil



352 | Journal of Science and Science Education Vol. 6 No. 2 (Jul. — Dec. 2023)

and |EEE Green Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social
Computing (CPSCom) and IEEE Smart Data (SmartData), (pp. 560-566). Exeter: IEEE.

Bholebawa, I. Z. and Dalal, U. D. (2018). Performance analysis of SDN/OpenFlow controllers: POX versus
floodlight. Wireless Personal Communications, 98(2), 1679-1699.

Feng, M., Mao, S. and Jiang, T. (2016). Enhancing the performance of future wireless networks with software-
defined networking. Frontiers of Information Technology & Electronic Engineering, 17(7), 606-619.

Fernandez, C. and Munoz, J. L. (2019). Software Defined Networking (SDN) with OpenFlow 1.3 Open vSwitch
and Ryu. Retrieved 7 May 2023, from UPC Telematics Department: https: / / upcommons.
upc.edu/bitstream/handle/2117/77684/sdn-book.pdf.zip

Gong, Y., Huang, W., Wang, W. and Lei, Y. (2015). A survey on software defined networking and its applications.
Frontiers of Computer Science, 9(6), 827-845.

Haleplidis, E., Hadi Salim, J., Denazis, S. and Koufopavlou, O. (2015). Towards a network abstraction model
for SDN. Journal of Network and Systems Management, 23(2), 309-327.

Hu, Y., Wang, W., Gong, X., Que, X. and Cheng, S. (2015). On the feasibility and efficacy of control traffic
protection in software defined networks. Science China Information Sciences, 58(12), 1-19.

Krishnan, P., Jain, K., Aldweesh, A., Prabu, P. and Buyya, R. (2023). OpenStackDP: a scalable network security
framework for SDN-based OpenStack cloud infrastructure. Journal of Cloud Computing, 12(26), 1-42.

Li, D., Wang, S., Zhu, K. and Xia, S. (2017). A survey of network update in SDN. Frontiers of Computer
Science, 11(1), 4-12.

Meng, W., Choo, K.-K. R., Furnell, S., Vasilakos, A. V. and Probst, C. W. (2018). Towards Bayesian-based trust
management for insider attacks in healthcare software-defined networks. IEEE Transactions on Network
and Service Management, 15(2), 761-773.

Nguyen, K. and Yamada, S. (2016). An experimental feasibility study on applying SDN technology to disaster-
resilient wide area networks. Annals of Telecommunications, 71(11), 639-647.

Priyadarshini, R. and Barik, R. K. (2022). A deep learning based intelligent framework to mitigate DDoS attack
in fog environment. Journal of King Saud University - Computer and Information Sciences, 34(3),
825-831.

Sophakan, N. and Sathitwiriyawong, C. (2019). A Secured OpenFlow-Based Software Defined Networking Using
Dynamic Bayesian Network. Proceedings of 2019 19" International Conference on Control,
Automation and Systems (ICCAS), (pp. 1517-1522). Exeter: IEEE.

Swami, R., Dave, M. and Ranga, V. (2020). Software-defined Networking-based DDoS Defense Mechanisms.
ACM Computing Surveys, 52, 1-36.

Taha, M. (2023). An efficient software defined network controller based routing adaptation for enhancing QoE
of multimedia streaming service. Multimedia Tools and Applications, 94(2), 1-24.

Tseng, Y., Zhang, Z. and Nait-Abdesselam, F. (2016). ControllerSEPA: A security-enhancing SDN controller
plug-in for OpenFlow applications. Proceedings of 2016 17" International Conference on Parallel
and Distributed Computing, Applications and Technologies (PDCAT), (pp. 268-273). Exeter: IEEE.

Wang, Y., Bi, J,, Lin, P., Lin, Y. and Zhang, K. (2016). SDI: a multi-domain SDN mechanism for fine-grained inter-
domain routing. Annals of Telecommunications, 71(11), 625-637.

Yan, Q., Yu, F. R., Gong, Q. and Li, J. (2016). Software-defined networking (SDN) and distributed denial of
service (DDoS) attacks in cloud computing environments: A survey, some research issues, and challenges.
IEEE Communications Surveys & Tutorials, 18(1), 602-622.

Yungaicela-Naula, N. M., Vargas-Rosales, C., Perez-Diaz, J. A. and Zareei, M. (2022). Towards security automation

in Software Defined Networks. Computer Communications, 183, 64-82.

Copyright by Faculty of Science, Ubon Ratchathani University



