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Abstract

In this paper, we study the Pell, modify Pell sequences, and the matrices whose entries are related
to Pell and modify Pell sequences. Moreover, we apply these matrices to present a new algorithm for
encoding, which transforms plain text into cipher text for secure transmission, and decoding, which involves
decrypting the received cipher text back into its original message.
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Introduction

Several sequences of real numbers are important in mathematics and have been widely studied for
their properties and applications such as the Fibonacci and Lucas sequences. In this paper, we have studied
the Pell and modify Pell sequences which are among the well-known sequences. The Pell sequences (Halici
and Dasdemir, 2010) is defined by

P, =2P, 4+ Pz (1)

for positive integer N > 2 with initial condition P, = 0 and P, =1. The modify Pell sequences (Halici and
Dasdemir, 2010) is defined by
Gy =204+ 0o 2)

for positive integer N> 2 with initial condition ¢, =1 and ¢, =1.

At present, there are many research studies related to the study of the properties and applications
of sequences of real numbers, particularly in the application of cryptography theory. For example, in 2018,
(Tas, et al., 2018) proposed a new method for encryption and decryption using the Fibonacci sequence. In

2019, (Sumeyra et al., 2019) have introduced new algorithms by using Q — matrix and R —matrix which are

11 1 2 (3)
Q= and R= .
10 2 -1

fn+l fn In+l In (4)
Q"= and R" = ,
fn fn—l In In—l

is Fibonacci sequences and |n is Lucas sequences. See more examples in (Stakhov, 1999; Hoggatt

respectively defined by

Then

where f,

and Ruggles, 1963; Shtayat and Al-Kateeb, 2019; Flaut, 2019; Sundarayya and Vara Prasad,2019; Shtayat and
Al-Kateeb, 2022).

In this paper, we will present a new method for encryption and decryption using a matrix whose
entries are related to the power of matrix associated with the modified Pell sequence, and we will provide

an illustrative example of this method.

Preliminary

In this section, we will introduce and study the following definitions and lemmas of the Pell and
modify Pell as defined in (1) and (2).
Lemma 1. (Horadam, 1994) Let P, be the Pell sequences and (], be the modify Pell sequences. Then, for

every positive integer N,

L0, = Pra— Py
2. qn+1 = pn+1 + pn
qn+1 + qn
3. =
pn+1 2
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Lemma 2. (Ercolano, 2010) Let P be a matrix, is defined by
2 1
P:[ } then Pn:[pn+l P }
1 0 pn pn—l

and det(P") = (—l)n for N is positive integer.

Now, we will present new definitions and lemma that are useful in our research.

Definition 1. Let Z, be a matrix for K € {1, 2,3, 4}, is defined by

1 -1 11 11 -1 1
Z, = 7, = L Z,=  Z, = .
11 11 1 -1 11

Definition 2. Let Tnk be a matrix, is defined by
Tnk =ZP"
for positive integer N and K € {l, 2,3, 4} )

Lemma 3. Let Tnk be defined as in equation (7). Then we have

1 -]-n1 _ qn qnl:|
_qn+1 qn
) T | }
’ __qn _qn—l
3. Tn _ qn+l qn :|
: L qn qn—l
a Tn _ —q, _qnli|.
! _qn+l qn
Proof. We will prove 1. From (5), (6) and (7), we have
Tnl =2Z,P"

_ _1 _1:||: pn+l pn }
1 1P P

_ | P = Pn P~ pn—l}
| Prat Py Pt P

_ I qn qnl:|
_qn+1 qn

For 2-4, the proof is similar to the proof of 1.
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Note that: From the definition 2 and the determinant of product Z, and P", we have

Main Results
In the main results, we present two sections. The first section introduces a new algorithm for encryption
and decryption, as shown in Figure 1. In the second section, we will demonstrate an example of using the

encryption and decryption algorithms.

Secret Key

@ ) @ @

“HELLO" ? “KiP@” ?

Plain Text Encryption ( Cipher Text Decryption (

“HELLO"

Plain Text

Figure 1 Diagram of flow of work

New algorithm for encryption and decryption
Firstly, we will introduce the notations used in the new algorithm.

1. Let M bea 2mx2m plain text square matrix. If entries of M has a spaced between words,
we will add zeros. Moreover, if M does not satisfy the given size requirement, we will also
add zeros until it is complete.

Let B, be a 2x2 blocked matrix divided from M from left to right.

Let E; be any 2x2 matrix.
Let T, bea 2x2 matrix, defined as in equation (7).

Let | be the number of matrices B,.

A L T

Let N be positive integer, defined by

I I
where {E is the largest integer less than or equal toE.

So, we have

where 1<i<m?.

Then, we assign values based on modular 29 for the following character Table 1.
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Table 1. The values based on modular 29 for the following characters.

A B C D E F G H
n+28 n+27 n+26 n+25 n+24 n+23 n+22 n+21
| J K L M N 0] P
n+20 n+19 n+18 n+17 n+16 n+15 n+14 n+13
Q R S T U Vv W X
n+12 n+11 n+10 n+9 n+8 n+7 n+6 n+5
Y Z 0 : )
n+4 n+3 n+2 n+1 n

Encryption and decryption algorithms are as follows:
Encryption algorithm
Step 1: Divide matrix M into matrices B, for 1<i < m?.

Step 2: Choose N.

Step 3: Define b} for 1<1, J<4.

Step 4: Calculate d; such that d; = det(Bi )

Step 5: Construct key matrix K such that K = [di b,l] for k € {1, 3, 4} .

Finally, we will send matrix K and N to recipient for decoding the cipher text.
Decryption algorithm
Step 1: Choose Z, fork € {1, 2,3, 4}.
Step 2: Calculate Tnk .
Step 3: Define t; for 1< j<4.
Step 4: Calculate eé such that e; = tlb; +'[3b‘i1 .
Step 5: Calculate ejl such that eL =t2b; +t4bjl.
Step 6: Find solutions X, for 1<i<m?.
If we choose Z, or Z,, we find the solution X; from
2(-1)"d; = ezil (tyX; +t1b1|) - e; (t,x + t2b1i) .
If we choose Z; or Z,, we find the solution X; from
2(-1)""d; = e (t; +by) — €3 (t,% +1,b7).
Step 7: Let X, =hj .
Step 8: Construct matrix B, .
Step 9: Construct matrix M .
Numerical Example

Example 1. We suppose that the plain text is “HAPPY NEW YEAR”. Then, M defined in equation (10) is plain

text square matrix with size of 4x4(in the case M=2).

H AP P
Y 0 N E
M:
W 0 Y E
AR O O

(10)
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Encryption algorithm
In the encryption algorithm, M defined in equation (10) has B; for 1<1 < 4in step 2, which are

H A P P W 0 Y E (11)
B, = B, = B, = B, = .
Y 0 N E A R 0 0

4
Since | = 4 n= [EJ =2 . Then, we get the numeric as characters based on modular 29 from Table 1:

H A P P Y 0 N E
23 1 15 15 6 4 17 26
W 0 Y E A R 0 0

8 4 6 26 1 13 4 4

We get the entries b} in matrices B, for 1<1, j <4 which are following in table:

b =23 by =1 bl =6 b; =4
b? =15 b? =15 b? =17 b? =26
bl =8 b’ =4 bd=1 b? =13
bl =6 by =26 by =4 by =4

After that, we calculate d, such that d, :det BI . We have

2 12
d, = det(B,) = det[ j (12)

6 4

15 15 3
dz=det(Bz)=det@ D 135, (13

17 26

8 4 (10)
d. =det(B,) =det 100,
s = 0et(By) G[L 13D

6 26 .
d, =det(B,) :det[ j (15)

Finally, we have obtained the key matrix K, which is

86 23 6 4 (16)
135 15 17 26

“l100 8 1 13
80 6 4 4

and send K and N to recipient for decoding.

Decryption algorithm
In the decryption algorithm, the recipient will receive matrix K for using in decoding, with the following

steps.
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1 -1
Firstly, we choose Z, for K € {1, 2,3, 4} . In this paper, we choose Z, = L L } Then, we calculate T21

3
7
We calculate e; =tlb; +'[3bjl and eL = tzb; +t4bj1 for 1<1 <4 to construct matrix E . So, we have

1
from lemma 3., we get T21 =|: } So,wehave t, =3, t,=1 t,=7,and t, =3.

e =(3x6)+(7x4) =46,
e = (3x17) +(7x 26) = 233,
&5 = (3x1) +(7x13) = 94,
e; = (3x4) +(7x4) = 40,

e; = (1x6) +(3x4) =18,

e; = (1x17) +(3x 26) = 95,
e; = (1x1) +(3x13) = 40,

e; = (1x4)+(3x4) =16.

In the next step, we will find all solutions X; for 1<i<4.

To find solution X, , we observe the following equations:

2(_1)2d1 = ezlt (tx + t1b1l) - e; (t,x + t2b11)1
2(~1)2(86) =18(7x, + (3% 23)) — 46(3x, + (1x 23)),
_184-172
12
X =1

To find solution X, , we observe the following equations:
2(-1)°d, = €2 (t,x, +tb?) — e’ (t,x, +t,b7),
2(—1)2 (235) =95(7 X, + (3x15)) - 233(3X2 + (1x15)),
780-270
X, =———,
34
X, =15.

To find solution X, , we observe the following equations:

2(_1)2d3 = ei (t3X3 +t1b13) - ee? (t4X3 +t2b13)’
2(~1)2(L00) = 40(7x, + (3x8)) — 94(3x, + (1x8)),
208-200
X,=———
2
X, = 4.
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To find solution X, , we observe the following equations:

2(_1)2d4 = ej (t3X4 + t1b14) - e; (t4X4 + t2b14)1
2(—1)2 (-80) =16(7x, + (3x6)) —40(3x, + (1x6)),
208+48
X, = ——
8
X, = 26.

Hence, we have obtained b; =x =1 bz2 =X, =15, b23 =X, =4and bg =X, =26.

So, the matrices B, for 1<1<4 which are
B_bllb;_231 B—b12b22—1515
“Tlob b |6 4] * |p2 p?| [17 26]

b’ b 8 4 b by 6 26
S TS i T Bt R il PR
;5 Dy 3 Dy
Finally, the matrix M is

23 1 15 15

M_{Bl BZ} 6 4 17 26

H
Y
8 4 6 26| |W
1 13 4 4| | A

B, B| B

T ©o o >
o < Z2 T
O m m T

The message after decoding will be “HAPPY NEW YEAR”.

Conclusions

In this paper, we present a new algorithm for encryption and decryption of messages. This algorithm,
involves dividing the message matrix into size of 2M and applying properties from the n" power matrix
related to modify Pell sequences for decryption. Additionally, we provided an example demonstrating the

steps of encryption and decryption using the new algorithm.
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