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Received: July 11, 2021 The increasing expansion of Operational Technology (OT) and the
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Accepted: August 16, 2021 well as the equipping of ships with more automation, despite many benefits,
introduces numerous cyber risks, especially with unauthorized access to data
Keywords and ship systems. Due to the above, it becomes important to raise awareness
Automation, and take measures to ensure adequate security; this is also important at the level
Autonomous ships, of the virtual securing of ships. This article consists of an introduction to the
Maritime cybersecurity, topic. It presents the current trends and directions of development of maritime
Piracy transportation and the risks related to them. It contains an overview of the

current safety systems on ships and the present safety resolutions. Then, it
describes issues related to modern piracy and the weaknesses of ship systems
most vulnerable to cyber-attacks.

1. Introduction

According to the United Nations Conference on Trade and Development (UNCTAD)
statistics, maritime transportation accounts for approximately 80 % of global trade (UNCTAD,
2020), which, in most of the more developed countries, it exceeds 80 %.

The future is now focused on increasing the automation of ships, which in turn will
contribute to their autonomy (Felski & Zwolak, 2020). While technological limitations are no
longer a problem, because all the factors to create an independent, fully autonomous vessel exist,
legal regulations for, and the safety of, such units have turned out to be problems (Mingyu et al.,
2020; Yoo & Park, 2021).

In relation to autonomous vessel implementation, safety and security are among the most
important aspects that have been analyzed in recent projects and reports. Safety is regarded in terms
of a vessel’s capacity to avoid collisions and other incidents, such as foundering, engine and other
systems breakdown, or fire and explosion. Security is related to the risks of cyber-attacks and
pirates so, under this notion, techniques and processes in regard to crime prevention are considered.
Safety and security may be distinguished in terms of motivation, where safety is aimed at the
protection of life, health, and the natural environment from any damage the system may cause and
is focused on unintentional events. Meanwhile, security is aimed at the protection of the
confidentiality, integrity, and availability of information, and is focused on threats coming from
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outside of the system. These are intentional threats, caused by malicious parties. The differences
between safety and security are described in detail in Line et al. (2006).

In a very general way, an offense committed electronically is called cybercrime. In other
words, a cybercrime is an offence relating to computer information; it can be defined as a criminal
act, where the computer information is the target. Many studies on the definition of cybercrimes
have been reported in recent years. According to Xingan (2008), cybercrimes are criminal offences
committed by netizens in cyberspace. Other comprehensive approaches to the topic of the definition
of cybercrimes can be found in Sabillon et al. (2016) and UNODC (2013).

Techniques, processes, and practices aimed at the protection of networks, devices, programs,
and data from cyber-attacks, damage, or unauthorized access are defined as cybersecurity (IMO,
2021a). An example of a project dedicated to the analysis of safety and security aspects of
unmanned and autonomous ships is the Maritime Unmanned Navigation through Intelligence in
Networks (MUNIN) project (MUNIN, 2015).

In this paper the main aspects of cybersecurity in maritime transportation are presented and
discussed. The aim of this paper is to provide introductory information concerning the current state
of ship systems and trends in relation to cybersecurity, particularly in relation to unmanned and
fully autonomous ships. The rest of the paper is organized as follows. In section 2, recent trends in
the development of ships are defined and briefly described, with an emphasis on cyber risks
concerning their implementation. Section 3 introduces and briefly describes the most important
safety systems applied on ships nowadays. Section 4 concisely describes current rules and
regulations in which the concept of cybersecurity has also been implemented. In section 5, current
problems and proposals of solutions concerning piracy and cybersecurity are underlined. Section 6
presents the conclusions from the analysis of the AIS, GPS, and ECDIS systems, in terms of their
vulnerability to cyber-attacks. Section 7 summarizes the paper.

2. Maritime transportation development trends and potential problems

By 2030, the following maritime transportation innovations are expected to be implemented
in the following areas (Lloyd’s Register, QinetiQ & University of Southampton, 2015):

e Big Data analysis and wireless communication,

e Power supply and the propulsion of ships,

e Smart ships and autonomy.

These innovations are followed by threats that are increasingly turning into virtual-type
threats, popularly known as cyber-attacks.

2.1 Big Data

Big Data is data that cannot be processed in a traditional way. To illustrate the scale of the
problem, one can use the statistics that in 2020 the amount of data in the world increased by 4,300
% (Lloyd’s Register, QinetiQ & University of Southampton, 2015). Taylor-Sakry defines Big Data
as “large sets of complex data, both structured and unstructured which traditional processing
techniques and/ or algorithms are unable to operate on” (Jovi¢ et al., 2019). In the future, the
amount of data will increase year by year; therefore, the management and analysis of big data will
become very important. Big Data can be characterized by 3 “V”, for “volume”, “velocity”, and
“variety” (Sivan et al., 2014). Sometimes, Big Data is characterized by 5 “V”, by adding the
characteristics of “veracity” and “value” (Ozkdse et al., 2015). In maritime transport, the amount of
data is constantly growing, and the source of this large amount of information for analysis will be:

e Meteorological and oceanographic data - weather routing,

e Cargo data - quantity, parameter monitoring,

e Navigation and communication - logistics, voyage planning, positioning,
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e Maintenance and inspection data - power and fuel management, reduction of CO, and
NOy, SO emission.

Due to the fact that a lot of information will be transmitted wirelessly in the future, such
systems should be adequately protected against potential attacks, such as signal interference,
viruses, or cyber piracy. However, wireless information exchange always carries the risk of data
interception or a cyber-attack. Therefore, the implementation of Big Data technologies in the
maritime market will also increase the risk of, and increase the possible damage caused by, cyber-
attacks (Jovic¢ et al., 2019). “According to CyberKeel, a Danish cyber security firm, more than 90 %
of the largest container lines are vulnerable to hackers” (Trelleborg Marine Systems, 2018).

Kongsberg has created Information Management System (K-IMS), a platform for managing
and interpreting Big Data coming from vessels and for remote services. The idea of this system is
shown in Figure 1. It is worth mentioning that the system also includes Malware Protection, a
special device used to scan USB devices connected to the ship's computers. USB devices will not be
read by ship computers until they are scanned by the Malware Protection device.

| MANAGEMENT
OFFICE

= FLEET

i Liquid Natural Gas
KONGSBERG y THIRD PARTY SUP= Offshore Supply Vessel
MARITIME \, PLIER Offshore Production Unit

Remote Services ] Support Office Drilling

Figure 1 Overview of Kongsberg Information Management System (K-IMS).
Source: Kongsberg Maritime (2015).

2.2 Maritime autonomous surface ships

Fully autonomous ships appear under the abbreviation MASS, which means Maritime
Autonomous Surface Ship. By 2022, the project of an autonomous ship called YARA Birkeland is
planned to be completed, and will replace the land transport of YARA fertilizers, thereby shortening
the route from the main factory to the port of Larvik from 26 km by land to 14 km by sea. The
Norwegian company YARA (a producer of fertilizers), wanting to reduce CO, and NOy emissions
and, above all, costs, decided to order this autonomous ship. Annually, the company will reduce the
number of trucks running between the factory and the port from which the goods are exported by
40,000. The YARA project was created by the Kongsberg company (Figure 2). The autonomous
ship will be able to transport 120 TEU of cargo, which will also be autonomously loaded through a
specially adapted shore infrastructure. The propulsion of the ship will be entirely electric, consisting
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of two azimuth thrusters and two bow thrusters, which eliminates the need for a traditional rudder.
Power will be supplied from batteries with a capacity of 7 - 9 MWh.

Figure 2 YARA Birkeland.
Source: Kongsberg (2017).

Following the YARA project, other leaders on the market have taken steps to create
autonomous ships, including Rolls-Royce, Deltamarin, Inmarsat, and DNC, and have defined the
following steps in the development of MASS design. By 2025, it is planned that unmanned ships
will be introduced in coastal shipping. By 2030, remotely operated unmanned ocean vessels will be
introduced, and by 2035, remote ocean vessels will be replaced by fully autonomous structures
(Kongsberg, 2017).

Global Navigation Satellite Systems (GNSS) for autonomous vessels is a combination of
several systems, including GPS, Inertial Motion Units (IMU), and a gyrocompass, used in a system
responsible for autonomous navigation. “It is expected that the GNSS receiver will be the primary
source of position information for the autonomous ship” (Felski & Zwolak, 2020). “Being such
widely used and essential tool GPS is becoming an attractive target for criminals and hackers”
(Ahmad et al., 2019). Therefore, this system will be fully responsible for keeping the vessel in
position, so resilience to threats for this system is essential. Busnel, in 2016, presented six groups
vulnerable to threats resulting from the operation of the GNSS system (Figure 3). Cybersecurity
threats for GNSS system mainly include spoofing and cyber-attacks.
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Figure 3 Threats resulting from the GNSS system.
Source: Felski and Zwolak (2020).

“Spoofer is a device that simulates mimic (false or spoof) satellite signals, transmits onto the
target receiver to alter the PVT information” (Warner et al., 2012).

3. Current ship safety systems
There are three main safety systems that can be found on conventional vessels:
e Ship Security Alert System (SSAS);
e Automatic Identification System (AIS), and
¢ Global Maritime Distress and Safety System (GMDSS).

3.1. Ship Security Alert System

The Ship Security Alert System is a ship danger warning system. It serves as an
enhancement of the ship's security, primarily in the event of a potential pirate or terrorist attack. It is
considered as a practical part resulting from the International Ship and Port Security Code (ISPS
Code). The system consists of a printed circuit board in a protective box, as well as two buttons and
a transmitting antenna. One of the buttons must be placed on the bridge, and the other in a place
chosen by the shipowner. In the event of a potential attack, a button that initiates the transmission of
a signal through Inmarsat satellites has to be pressed. Then, the signal is received by coastal
stations. In the next step, information about the pirate attack is transferred to the Company Security
Officer (CSO) and the company managing the SSAS system. This allows the attacked ship to be
located and help sent.

Some Safety Management Manuals (SMMs) contain references to the safety of on-board
information systems. However, these references to information security or computer security are
usually very basic. For example, an SMM will relate to on-board computer security measures, such
as password protection and backups. The main emphasis is on the security of Operational
Technology (OT). According to Bermejo, cybersecurity should be more embedded in the SSP and
SMM. Cybersecurity procedures should include the following issues (Bermejo, 2010):

e The existence of a contingency plan for ECDIS navigation systems;

¢ A contingency plan for information technology systems, And

e An internet access security policy setting out the restrictions that apply, depending on the
vessel's operations.
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3.2 Automatic Identification System

The Automatic Identification System is a system responsible for the automatic identification
of ships and data exchange between ships. According to the requirements of Chapter V of the
International Convention for the Safety of Life at Sea (SOLAS) developed by the IMO (IMO,
2021c), the AIS system should be fitted on commercial ships with a tonnage above 300 Gross
Register Tonnage (GRT), and on all passenger ships, regardless of their tonnage. AIS is an
unencrypted transponder that provides ship information such as course, speed, current position, and
ship type.

The AIS system improves vessel traffic management and safety. On the other hand, AIS
messages are transmitted as plain text, which in turn can be a potential risk, as they can be read by
anyone. AIS attacks can affect, in general, the confidentiality, integrity, availability, possession,
authenticity, and utility of information. These characteristics are called the Parkerian Hexad
(Parker, 2015).

Based on the risk assessment model for Automatic Dependent Surveillance - Broadcast
(ADS-B) (Gauthier & Seker, 2018), five categories of threats have been identified that may also
apply to the AIS system (Strohmeier, 2015).

e Eavesdropping - this is the simplest possible attack, because AIS is a radio system
operating on the VHF frequency, and is also unencrypted;

e Jamming - this can occur at the ground station level or from the ship level and jam radio
signals, so that the AIS system will refuse access;

e Message injection - this consists of sending false information about ship traffic
communication, due to the fact that the AIS system is unencrypted and the sources of the
information sent are not verified;

e Message deletion - this is done by interfering with the sequence of bits of information,
making the messages unable to be read on the receiver’s side, and

e Message modification - this method consists of changing the value of individual bits into
their reciprocal, e.g., from 1 to 0.

3.3 Global Maritime Distress and Safety System

The Global Maritime Distress and Safety System has been designed to obtain assistance as
soon as possible in the event of an emergency. This system is composed of several subsystems
(Ilcev, 2020; Korcz, 2017; Shishkin & Koshevoy, 2013):

e Inmarsat satellite radiocommunication;

Satellite alerting and locating objects in danger - COSPAS-SARSAT;
Radar location using SART transponders;

DSC - Digital Selective Calling;

NBDP long band radiotelegraphy;

SSB radiotelephony;

VHF radiotelephony, and

Navigational warnings distribution - NAVTEX.

The cyber risk analysis for Cyber-Enabled Ships (C-ES) in a work (Kavallieratos &
Katsikas, 2020) shows that the GMDSS system on vessels is the second system (after ECDIS)
exposed to cyber-attacks. Selected threats related to the GMDSS system, along with the
requirements that must be met for a cyber-attack to occur, are presented in Table 1.
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Table 1 Potential threats to the GMDSS system, along with the requirements that must be met for
such a threat to occur.

Threat Requirement

Spoofing Distress signals transmitted through the GMDSS must be verified by external
actors, such as Shore Control Center (SCC) and other ship subsystems, such as the
Autonomous Engine Monitoring and Control (AEMC) and Navigation systems

Tampering The signals transmitted to external actors or subsystems must be appropriately
encrypted

Repudiation The authenticity of the transmitted GMDSS signals and data in transit to the
Autonomous Ship Controller (ASC) to other subsystems and to the SCC must be

ensured
Information The measures used to protect the confidentiality and integrity of data should not
Disclosure downgrade their utility

Source: Own elaboration, based on Kavallieratos and Katsikas (2020).

4. Current resolutions

4.1 International Safety Management Code

The International Safety Management (ISM) Code was introduced by the IMO and entered
into force in May 1994 as an international law (Ghosh & Abeysiriwardhane, 2021; IMO, 2021b).
The ISM code applies to all vessels with a capacity above 500 GRT. It enforced the creation of an
individual safety management system by shipping companies, often extended to the Quality and
Safety Management System (QSMS) (Chruzik, 2020). The most important provisions of the ISM
Code relating to ships are:

e The development of a ship maintenance program in terms of the minimum occurrence of
failure or accident, and

e Periodic control of all devices that have been assigned critical importance in the system.

From the 1st of January 2021, cybersecurity as a concept has also been implemented in the
ISM Code (DNV GL, 2020).

4.2 International Ship and Port Security Code

Following the terrorist attacks on the 11th of September 2001, the International Ship and
Port Security Code (ISPS) was established. This code was developed on the 9th - 13th of December
2002 and came into force on the Ist of July 2004. It was attached to the SOLAS convention through
chapter XI-2 (Special Measures to Enhance Maritime Security). The regulations concern:

e All passenger ships;

e Cargo ships over 500 GRT;

e Mobile drilling units, and

e Port facilities serving the above mentioned ships on international voyages.

The ISPS code consists of two parts: A and B. The first part details the requirements for
ships and ports. Part B, on the other hand, describes the guidelines on how to interpret and apply the
rules. The ISPS Code requires ships to be equipped with the following systems and components
(Witherbys, 2015):

¢ An Automated Identification System;

e A legible IMO number on the hull of the ship;

e A Ship Security Plan and a Ship Security Officer, and

e A ship security system.
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There are 3 security levels (Wardani, 2021; Ng & Vaggelas, 2012). The actions of a ship's
crew must be adapted to each of the levels. Level 1 defines normal conditions and standard
procedures that do not require special protection conditions. Level 2 is introduced when there may
be an increased risk of terrorism, or when passing through a region threatened by piracy. Level 3 is
set when an attack has already occurred in a given region, or when there are indications of a
potential threat; for example, when a message about a bomb planted on a ship is received. It is also
important that the same level of security must apply to the ship and the port facility. If the security
levels are different, the level with the higher security standard becomes the applicable level.

5. Piracy in the 21* century

5.1 Traditional piracy

Despite the implementation of modern technology, traditional piracy is still a reality.
According to the annual report published by ICC International Maritime Bureau, the number of
piracy and armed robbery incidents that took place in 2020 increased to 195, in comparison to 162
in 2019 (IMB, 2021). The main areas exposed to pirate attacks were the Gulf of Guinea, the Indian
Ocean, the Strait of Malacca, and the South China Sea (Zhang et al., 2021; Quéc & Nguyen, 2019;
UNCTAD, 2014). Nowadays, pirates use data about ships, such as information about the ship's
location from the AIS system. An emphasis in this paper is on digital means; therefore, other details
in relation to activities in traditional piracy will not be provided here.

5.2 Cyber piracy

At the same time, another significant problem is to ensure the cybersecurity of ships.
Industry 4.0 also reaches maritime transportation. One of the defining concepts of Industry 4.0 is
“Industry 4.0 utilizing the power of communications technology and innovative inventions to boost
the development of the manufacturing industry” (Kagermann et al., 2013). The maritime Industry
4.0 includes intelligent subsystems that connect various mechanisms on a ship into one network. In
the future, the ship as a whole will be completely managed from shore and, hence, all information
will be transmitted wirelessly. Here emerges the possibility to manipulate the data transmitted
between the ship and the Shore Control Station.

In 2017, I.H.S. Fairplay conducted a maritime cyber security survey, to which 284 people
responded. 34 % of them said that their company had experienced a cyber-attack in the previous 12
months (Rider, 2018).

The first major global cyber-attack related to the maritime industry took place in June 2017.
The Danish shipping company Maersk fell victim to the NotPetya attack. This was a series of
cyber-attacks carried out using software that pretended to be ransomware. This malware attack
crashed the Maersk vessel management system. The losses suffered by the company amounted to
300 million USD (Lika et al., 2018; Fayi, 2018).

In the first half of 2020, hacker activity was reported to have increased by 400 % (Security
Magazine, 2020). This means that ships could be expected to be attacked more often.

The Wago company, in response to the emerging cyber-attacks, has proposed solutions of
the “IT-Security by Design” type, which means that cybersecurity will be implemented in the form
of layers in the control structure being built. A ship will be divided into restricted access segments,
with division into subnets and monitoring systems at different levels of ship automation. Technical
solutions already exist. For example, this can be achieved by building a virtual private network
(VPN) based on OpenVPN with SSL / TLS (Secure Sockets Layer, Transport Layer Security)
connections. Such connections also allow for encrypted data transmission wirelessly (Stidekum &
Bannholzer, 2020).
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5.3 Types of cyber threats

In version 4 of BIMCQ’s publication of “The Guidelines on Cybersecurity Onboard Ships”,
cyber threats are classified into two main groups- untargeted attacks and targeted attacks (BIMCO,
2021).

Untargeted attacks are attacks that use techniques available on the Internet. Examples of
such tools and techniques are:

e Malware: A general term for harmful software designed to damage a computer system
without the knowledge of the owner. Some of the common types and names for malware include
spyware, viruses, worms, and trojans (MITAGS, 2021).

e Water Holing: This consists of creating a fake website, which will collect data entered by
unaware users.

Targeted attacks are more sophisticated and use tools specifically designed for targeting a
certain company or ship (BIMCO, 2021):

e Social Engineering: Manipulating people in order to extract confidential information.

¢ Brute Force: Using programs that try to guess the access password.

e Denial of Service: This type consists of flooding the servers with a large amount of
information, which makes it impossible for users to gain access to the data.

e Spear-phishing: This type of attack is similar to phishing but is focused on a specific
person or company.

e Subverting the Supply Chain: “occurs when someone infiltrates your system through an
outside partner or provider with access to your systems and data” (Korolov, 2021).

e Impersonation: This consists of impersonating an employee in order to steal data.

e Phishing: Attacks of this type involve sending large numbers of e-mails to people
impersonating someone else in order to steal data or gain access to such data.

6. Navigation systems for autonomous ships most vulnerable to cyber attacks

STRIDE is a model of threats developed by Garg and Kohnfelder at Microsoft for
identifying computer security threats. STRIDE is an acronym for six cyber threats for each category
(Honkaranta et al., 2021):

e Spoofing;
Tampering;
Repudiation;
Information disclosure;
Denial of service, and
Elevation of privilege.

Kavallieratos et al. (2019) saw the authors using the STRIDE method to examine the level
of potential cyber threats to autonomous ships. As a result of their research, it was found that the
AIS and ECDIS systems are among the most vulnerable navigation systems for autonomous ships.

6.1 AIS

The problem that arises with this device is the unlimited access to certain information about
ships, which can violate the privacy of companies and, most importantly, facilitate attack planning
by pirates. The threats to this system include ghost ships that are created to force other ships to
change their course. It is also possible to send false weather information or generate false
information about collisions.

As stated by Tam and Jones (2018), “Unmanned ships may attract more competitors and
activists as the likelihood of being caught is considerably lower given the attacker resources are
significant enough to obfuscate or hide their activity, e.g. use denial of service (DoS) attack on
surveillance”.
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6.2 GPS

The Global Positioning System (GPS) can be vulnerable to data spoofing. According to Tam
and Jones (2018), “Moreover, loss of GNSS can result in the failure of other ship systems (e.g.,
AIS) as many are highly dependent on satellite position”.

In the case of the GPS system, such attacks are based on broadcasting a false GPS signal in
such a way that the receiver incorrectly estimates its position. Such an experiment was carried out
by students on a luxury yacht (Saarinen, 2013). In a device the size of a suitcase, a transmitter was
placed, which initially gave a position consistent with that received by the ship's GPS. The signal
received by the yacht from the GPS satellites was gradually replaced by the signal emitted from the
GPS spoofing device, thanks to which control over the yacht’s navigation system was obtained.
This made it possible to change the yacht's course, while on the electronic plotter, the yacht's course
did not change.

Another type of the attack is jamming the GPS signal. Devices used for that purpose are able
to jam the GPS signal reception within a range of 3 to 400 m.

According to the Safety and Shipping Review 2017, in the period from 2012 to 2017, there
were several incidents related to cyber security. One of them was reported as “South Korea reported
that hundreds of its vessels had to return to the port, as their GPS signals were jammed due to a
cyber-attack initiated by North Korea” (Allianz Global Corporate & Specialty, 2017).

6.3 ECDIS

Nowadays, paper maps have been completely removed from use. In their place, electronic
maps, in the form of the Electronic Chart Display and Information System (ECDIS), have emerged.
These systems are more than a digital alternative to traditional maps, as such devices collect data
from various systems installed on the ship and are able to display it and use it as an aid to the
navigation of the ship. The input data include AIS, GPS, log, anemometer, and radar. The system
has to be connected to the internet to receive the latest digital map data.

In January 2014, the NCC Group launched a trial hacker attack to gain access to a ship's
ICS. According to CyberKeel, several security weaknesses were detected, including the ability to
read, download, replace, or delete any file stored on a distribution server of electronic maps (Hayes,
2016). ECDIS can be also infected with malware via a USB port (Heering, 2020). Selected threats
related to the ECDIS system are shown in Table 2.

Table 2 Potential threats to the ECDIS system, along with the requirements that must be met for
such a threat to occur.
Source: Own elaboration, based on Kavallieratos and Katsikas (2020).

Threat Requirement

Spoofing The use of ECDIS must be restricted only to authorized and well trained
personnel.

Tampering The ECDIS must be able to control the flow of voyage-related data sent to other
ships and to the SCC.

Repudiation The ECDIS should be able to audit sent and received data to external actors.

Denial of Communication between the ECDIS and the satellite system should be

Service continuously available.
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Regular software and hardware updates are crucial (Heering, 2020). In many cases,
Windows XP and Windows 7 are still used on workstation PCs for the running of ECDIS software

(Dyryavyy, 2014).

7. Conclusions

In connection with the development trends of maritime transport and, thus, with the
increased risk of virtual crimes, it should be emphasized that cyber-attacks are an upcoming
problem. Currently, the industry and regulations concerning cybersecurity are at an early stage of
development; however, early preparation and implementation of solutions against cyber-attacks,
and making people aware of the risk, will enable the avoidance of potential threats. Until now, the
IMO has issued guidelines on maritime cyber risk management. “The guidelines provide high-level
recommendations on maritime cyber risk management” (IMO, 2021a). Additionally, much more
extensive guidelines were issued by the BIMCO organization (BIMCO, 2021).

The navigation systems used for autonomous ships that are most vulnerable to cyber-attacks
presented in the article show that, already at this level, the security of ships from the virtual side is
low, and there will be more and more systems exposed to attacks. Also, the described legal
resolutions mainly concern traditional piracy, and cybersecurity is just being introduced.

Early preparation and implementation of solutions aimed at cybersecurity will decrease the
likelihood of future attacks and, at the same time, reduce the potential damage caused by cyber-
attacks.
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