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Abstract

Internet of Things or loT technology requires multidisciplinary skills in hardware, software,
and communication. loT cloud platforms are revolutionizing businesses and are gaining rapid
adoption. loT cloud platforms help speed up loT innovation by relieving a burden of server
and database provisioning. loT cloud platforms offer a ready-to-use software infrastructure
and services necessary to enable loT solutions. loT cloud platforms let loT solution providers
focus their effort solely on their devices and applications, hence shortening their time to
market. This paper discusses necessary components of loT cloud platforms and proposes
NETPIE (Network platform for Internet of everything), an loT cloud platform developed and
serviced by NECTEC (National Electronics and Computer Technology Center) in Thailand.
NETPIE has become a foundation to stimulate creation of loT and other digital innovation,
thus strengthening Thailand’s digital competitiveness.

Keywords : Internet of Things, loT, Cloud, Platform, NETPIE
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Sumesiinvesassnduieleled (intemet of Things: loT) Wuweluladiiiulnegasiniga
vhlan wazfinmsiamingnmsinueiiieidendegunsaiynegradndieiu leleflauusslomn
Tnonssnmsiivlavesdumesidneuiige msdemsuuuiadoudl uaznsUsEIIaRALUUAATIA
(Gartner, 2016, 2017) lolefifunisidousielanuisaruaiadiglanlowes Ssmanauasiives
weluladlelofiarlilfeglugnlanmy Sunndnsioly ynussmailomaudedulumaluladivi q
ilesanleleidumaluladiilisesamugs gunsaldidnvsedndlutiagduilanssaningdlusiand
ynaudddld dufuiadulomavesfimumilneuazUssmdlnefasdrundomm bildlugue
@ﬂ‘ﬁwhﬁu wifsanansndduimusiians adeuianssy uins wandusiviesnass il e
Puludugiindulelefivodanls

lolofifumeluladfifowaumauinzmafaufiduenious senduas wagnisdeans
wirhussmAlnedidnenwgdludumsinungunsailiih Sududidnmseiind uazaussnatleia uay
fgnamnssurenduasiidunds uiyeansiifienudarnudiladensansuassenduaiuisuu
$1in Mnmaadanan MideTldftaununstugudmiumadousovesasids uieuins
wnasvlosuloloflude wanie (Network Platform for Internet of Everything: NETPIE) Wioshuae
auaganlrinsimunarfauflivinludsidiesndn dufe Waurgunsal TnglidestnaiFonis
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gondwIsiindeeunsaiBidnnsedndsng q hedu lulavssdniaguiunanrlosuwdenlili datu
uinsunaavesuiilanie Jadualiouasmiudenssninsiniannaniawisuasiniamungendus
Wielgnisaialinanuanunsanazanuduudvinulelefilifiulssmelne

unAnuezuusesUssnauvessyuudumesidnvasassnas AN YTLAZUTIANVRY
wnanlosudumesiinvesassnds vdeunanvesuleled (oT Platform) wasidawmeanidnenssy
wdNMI9Y wwaImamstavewaaresulinnne wenanieziausaaiurnsliunng
msUszyndldann waziSeuidisuanuansaiuunansiesaleleidulunain

avAUs:nouNIsAuIUVeIs:uUBUINOSIGnVoJaSSWE
Sumesidnvosassndsdesdusenoufidrdty 3 drumdn dun

1. gunsalgniawas o1vuluUkuuveIneNinmes aunsnlnu wiudn aunsalauenali
lulnspeulvsataes wiegunsaliguiaseng 9

2. msdeans diadenlevgunsnisnauaslude 1 lidoansiuld nsdeanslufitorsiuede
Pedumediinasisar viodunsdemsmelundorisdid madenlunsdeusds
wdothedifusnisdemsuuuldans luaufamsdeasuuulians lidiaadu 36, 46, 56
WiFi, Bluetooth, Zigbee, Z-Wave, Lora naidenlisuuuumsdearsiuagiudadiia
Fuszezmnedoans Simivdetoyn uuudiny wardnsmsauydemdsny

3. szuudsinesvdetu (Backend server) Ao sruuilomdiidnnisnisidousiededns
seivgunsalaniawas quanisdwiedayasndunidludalarems guanisdaiudeya
guanuUaenfovesnisdens mansaaeudns smfmsiamsynsendud viens
JamsaiudoUszarunslisulusunsueundindu wsetoile (Application Programming
Interface: API) \fiedruisanuazanlunsiamnueundndulelefl szuundsiiuves
lelofithosfowlavasuinisunantladalelod

nwanwasulolon Aoo:ls

wnanesuleledl Wuuinsszuudsniesudsinunisnearuazainiifudnimunie
Auszneugsialeled lidesdnde lidasnantszuy lddosguasondivoimainues unannesy
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lelefiviwantunsunsinmuniniuelolof uarannselvituusenindandnsiausilolon unanvesy
lolafionaagliusnisludnwazusniswnanasuuuaanm ¥seiisendn Platform-as-a-service %58
Tusnsludnuasi@snesdiusile

Yaguuiiglvusnmsunannesulelefiunnndt 450 s18vialan (IoT Analytics, 2015, 2016, 2017;
MacNation, 2016) fssusnsiinauazusnsidesnded winzlnanvlasudaauLazanyuynsi
UEnsiiuandnaiu msdnwgaidulaztedinveusiazuinsvosunanesuiadudedindudmiv
Tnwauiiendenldusnslimuzauiunuiayanudosnisveny

avAUs:=nouvadnwanwosulolon

padUsEnauuguimnunanilesulelefifosd Aonsdnmsmaiiosie agdlsfiniy unanmosu
lolefflunmadulugjaziosduszneuduisnuiiosiueseuazanliungld eni msdanisgunsal
nsdaivdeya NMskanmateyauuunsfin Swdinslessiteyaiinide Tnsiziuazdiuun
erUsznaufiddyesunanedulelefiialuly 8 duw Meilunanesulelefifilunann o1ailliinsu
nnesAUsznounls

1. daudanisnisidiausia (Connectivity management) fodudnnisnisideuseszwing
gunsaileled Wudwilguadnnadlegunsaiideudeinietisadiun viaidlenisidousio
vaaly videilogunsniiinisindoudneinietns Wasumneaudumedidn unanvedu
wdosgualinssvdsieyadulegeaiiiessuiu dwdifuesdusznoundnds
Tunnunannesuleled

2. daudan1sgunsal (Device management) Aodiuiiuimsdnnisindgunsalleleiila
Igsuavsideusetuunanrlasuthg dan1snsmaeuBusumnuvesgunsaileled iletesiu
nsdnasuldnuvesgunsaifilildfueygyn dan1singunsallafiavideansiugunsal
Tathe wasseyswasBenvesdnslusziuniseumiedou nsvuiumsdansanseng «
vosgunsallelefiduusuiuivhmedlesanngunsallelefiiinineinsuszananadnin

3. gauarenginaniiouly (Rule engine) Aedufioygalidliadianginasi Jevludi
dofmansniviedoyaiiiatuldduiunsesslsde nalndamnsathdoyaiildann
wuwes viiedeyandnfiveglugutouauussmnanaluflaunasosy Wenwuimmnisel
nssmnudeuly annsodinsudaiiou vdedsindsmunu videduiindeyafivy mudeuly
Aol
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daudniiudaya (Data storage) Aeodrunthetuiinteyansgrudeyaniofiuidninu

a

Fefoyandmiveradunstiufinaveseugesnudiwian wiseradulnddaya vse

JoyafinunisUssaianadnadiuaianguinaeideulowd suuuumsiiudeyaluleva

Y

2

grudeya lddeya druniudeyavenasvesulelefisnludewsnuuuiiiosesiudoya
e Nideyararnmaneguuuulvadnnaenian grudeyailddulsviauuiilaseeiig
(sQL) uazuuulilasains (nosaL)

dauuansnatoya (Data visualization) Aedruiithdeyaiusuannaluguuuuiiuyed
Wlalddne eraifunmsuansnaluguuuunm nswl waudl deanm vidensiiindu 9
Yoyaiithuuanseraduteyaiu a nardu vioyadeyadounds wiedeyaiikiu
msUszananauds uenanil msuanwmadeyadmnemnsivdnseUsrauniin
fuld lddardsmuauldsgunsallolefilisng unamesilelefififnsildiuuansea
Foyafidaveuliflivsuudsinnieadusznoulfies wazuansualdmuugunsalaeuiiumes
wazaUNIaINAN

drudnsevideya (Data analytics) Aedruiithdeyafviidaiivlugiudeyanso
Inddeya wdianesidelvinaredussdninug edsuimnuduius Souingingsy
Wiedesgidumpuesdam Weuuzthmadenidietaslunsdaduls vieiileninnisal
muRnUndamih iedesdenllunsieszideyalelefimsiimnuannsadanisdoya
Usuawnn %asﬂaﬁm?i‘aul,l,ﬂaﬂsmL%maamnm wazdayaainvale UL UL

daudeurariuszuunieuen (External interfaces) unanvladilelafinsdnliifivesmis
thiduazdseenteyarumaeiile e umiedesdenmuiseniuad (Software
development kit) i3arugemidwaslaus3 degns iy ileidenledeyaiiniulusinsy
MNLHUNTNEINTVIMUIBIU (Enterprise resource planning) w‘%aﬁa%mﬁuqﬂmaﬂ
lelefifioguuunanvieduleloidu

29AUTZNBUBU 9 UaunanvesueIaliANaINsadU § WLAN WU N5Es9TI8U
Tuguuuu csv json Mmssulvaniisuwisitngunsallelediinuinsevis (Over-the-air update)
WendinsznInslorisairwounaintuuuaualny
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widmanauinisisendaesinduwnannesuleled uresdUsznoulazauanITaves
uwnaaesumaiifiaumainvans uanseiuinn uenanfiansanansnuuzvesunanesuleled
MINBIAUTENOU 8 AUTIAULAY L3ausanIsanANEnvuzvasnaniasulelefinudAnisli
Uimsuaznguiinenislivsslond dandansudsussianuasdavnavyueaunaniieduleled
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1. DAN1sUs:gnesTEaruiawn:znu (Solution platform) WSeuiRsuniunasigeaunoly
(Generic platform)

wnannasulalaidvawuuidusnannasunsassumsidnuanizeu wu wwanwasudnsu
Urudaasee unanrasudmsuillosdansey wnanvesudmugnainnssudansey Auunanvlasy
a o v & = & af Y oa co & v Yo o ° =~ DY)
fsessunsldanunily Aewnanvlesuiliusnisilandunugiuning q Trinwauniludenldimun
AOLNBAS LD UNBLATURNIZAIULDS

3 1 & a 9 S A 9y a s s 1%

wnannesuarzauluwaansiamiuwm feliuinisunanvesuineulandusaziiu
agvauysal 1w dluunannesudmsuiiudanies Aoenuwuuinsesiugunsalinsedldnieludiu
sesfunnsgunsaeansiutiulaganie dussauaufisaniuuilngmainUABInN1sue4IIves
Urulasaniz lurasiunannosunsasiunistdanumluazsessugunsallulasaoulnsaaesnily
= ¢ o a o & w1 @ v ¢ o 2 & & T
filerdunissenldanusuuiugu wu Su-defutoya Heridusanawaiduuuiugu wu Ju nsam
v o o v o N v ° % '
needluuuwselneimuvsediaviiluasessuuln

2. UAnwanwosuansastu: (Public Platform) IUSsuingunuiwanwosuaousmo
(Private Platform)

wAanstiuINMsLnasnesuas STz naaasud I TNuanguwuunsiuIng
AATIAANTTEMATUSNISAATIAGILGT Unannlasuasnsay vuneds unannasuidldnnauldninens

s
<

yasnaRvTaldniesTiuiy (Multi-tenancy) Tneglvivinisunanvesuduginnisvouiundn
Lilmsldusnisvesdldsenidmansenusedlisedu ineliinUssdnsnmasgn vsnsdnuaeil
JdAsnsnmuazdulngAnAIUTNITIINAITITIUASS (Pay-per-user)

wnanwesuaILid nies unanesundnsiuaveulanIneInsvew [Yusar TIesaNIINY
WU LeNESHLIES wenituifan wenuuuaIninliusnisungnAuiazse unannesudiudie1ali
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UimsuuwaTeadinieinigluesdnsvesgnAl (On-premise) wialviuinsuuiAToLTIMIBsLEN

samnnglupaniangliuinsgualy (Off-premise) msliusmsunanvlesudiuddesdnassuas

Auaningnsuenesnin Jaddununisliuimsganinusnmsunannesuasisuy
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C SmartThings Aaiire
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BOSCH
& I
@ Wz | xively gues
SIEMENS : -
. ThingWerx & HiveMQ
Tellt guverx 15

nwn 1 N1saads:innvadiwanwosulolon FunauaUidulwanwosuansistu:ralwanwosudousd

la:-n1ssagSuNstdununalurdorawnruwsaunoogwiunma:nau

dl o gj aa a ! U 1 s = 14 U ] =
Werhmsdeadifunfiansansiuiuazaunsantslssinnunanesuleloieonls 4 NYlYaYy AL

1. wwanesuansisae dmsunisussendldnuaniginu fregaunannesulungud loun

Samsung smarthings waz Apple homekit Wuunanvesuasisazdmiunisdeuse
gunsailelefimeluthu lasuwansiesusansondueuduunanrlesuasisae Aagalv
gunsalthusaadezdviesns q itanildwsn eoudunsaianasgumsvhausiudu
sevi19gUnsalfngdvie u3e Siemens mindsphere LuuwanwesuaisIsazdmy
maidensiogunsallulssnugranynssy Wudy

wnannlasuasisay dmiunisUssgndldnuily uwaereduilungui Ssilyuinag
Tnsusninumavualnguazgsiaialnl dusuudsmuuelvgliuinmsunanedu
assasndfugiuananmaduglivinislaseisiiugiussuunandundey nsd
Tnssadeiuguszuuaandduresmuwesiifudelfiuiou shlvduinaaduldvanans
wnnuwanstesuilisnslnegsadsl uwanesulunguil 1éud Microsoft Azure
loT Hub, AWS 10T, IBM Watson loT 1¥ugiu
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3. unanneiudusa dmsunsuszgndldnuameanu unannesulunguiliiauuinige
vnindslioraBeniunanrefunszdunsliuinsszuulelefissuuiisiugunsal
81505 unannesu wazieundindudniazy dedne wu unanesulunguanaivngsu
8993¢ LU Advantech, Bosch, Siemens “1a* unasnesulunaduiiiosdaases 1w Huawei
18

6. uwwanslasudauda dwiunisuszgndldamuitily uwaawosulunguiivissoiaedu
wnaslasuas s iliusnsuntniamuThluinteufitzdsuunliusnsunanilosu
g WU Xively 789 vnsunanosududnuarmsuedvanseendasiningsldo
ﬁL%%WL’Ja%%aqﬂﬁw 191 Thingworx, HiveMQ wag Cisco Jasper “1a*

nwanwosSuiunw1e

a & v A av & ' s a ° o v )
INUNIATIERAUUY TudTesiulanainwnannasulelefiasisasdrnsunisidaunild

a 6 1 [ a [ aa o Y & | L2 a a
agfiusylovumanisiauinaluladuasuinnssuadalulsemalaiduagaun wiinagiusnns

¢ o % v 5% ] a ] A o a A PN d do
wnanasudnuarillunainegud widiuwiduuinisainsned sdiesediuinisuasiiundaiiu
ﬂa;&aagmqﬂizmﬂﬁwm NANSENUIINAISLITUSNITIINGANUTENA ABLEUNIINSADEITTEWING
gunsallelefilulssmerzdasdonsanliuanlszmanou dwmasonnuiwmazUssavsnmlunsdeans
wenanfivweundnduiiferimuanisnguingliivtoyaniglulssmawintu wu nsussend
THumuguNNLaEAUNTRY

shempading fiuideTeesnuuunasiamununantie sulelefiasisardmiunsldnuimly
TagldTousnisidane Tneiidmnedueiedesnnsarmazmnlifuiniamnlelefivisgua
nsidousevesgunsaling 9 Freguaiesanuvasnds arumieuld waznisvensiiveszuy
dotmimulaifostnaidomauimsiansszuuiasmsieansiog desmds vimadamene$duusn
vieuanne 2015 Walviuinmaidle 16 fugiou wa. 2558 uagldtimsusulsninmsdeiosdesdu
gt vde Lame 2020 unarwiiduafusniithAfoer DamswnAaniseenuuuaninensam
vosunanwasuidnmeg Ussiiumnuimemamada uaziuamsmsianniteuitymanuviime
wianil Tnsasdiuedunevdnmssenuuukagiaudame 2015 Huvdn wazlaSufsdniiuiulse
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NIBUKLIAANITEBNLULLNAANDSULIINNE 91908 UUMANNTNUFIU 3 15019 fie 1) N1508NLUY
fiAisfanisvenedivesuinig 2) nseeniuuimilaiianunionldueuinis wae 3) N1598NLUY
nAtlafisnnuuaondievesuinms MidenuimalulaginseunouranmsnugIuiseul Aewmalulad

NTUTELIANALUUAATIA LAZN1T80NLUUTEUULUUNTEAN867 (Distributed system)

fidvesnuuuiiamelinluszuunszanednueing nnesrusznavreadamedesinay
mean1UngnIsuwuuAaIf nanfenineNsnnegazgnuIMsiansiiiiansldnusinduiuy
AN fn1snszanelnansnlud® dldynauasldninernsuuwnannasusiuiu nseeniuy
whefiufoyauazvheUszanaraynadiudeadunuuendld mszdildseruazainiunisveed
WUUKWITIU (Scale out) ilumdn msdenldiedesiiolunmsianuazsensuassing q iidududsznou
younannesu Ailsdrnuanunsatunmsiheusuunszaedlivazveemladumdn

nnnsdmanuiiinsinasadeasszuinsgunsallelefinldsumudenlunyiniam 1eun
Hypertext Transfer Protocol (HTTP) ey Message Queue Telemetry Transport (MQTT) lag HTTP
mnzAuaoufmesvielusunsusumisessuriulnsinaeanisieansves HTTP limdnnslaaious-
\@Sle$ (Client-server) Sadusnpsgruieriumsliuinsiedesusidnemly dau MQTT azwane iy
gUnsaifiinineinsuszananad Tiuannisdearsuuuiudv-fualasy (Publish-subscribe)
KENNTTUIUNTENTBAINBDNAINATLUIUNTTUTRANY Tnaflusninestaninu (Message broker)
Huinasdstederumilouysulusudd faedwslnseenannsnsesiumsdeasuuuasnste
IneyineusIuny Transport Layer Security (TLS) LﬁaL‘ﬁ?iﬁﬁ%@;ﬂﬁﬁ]’]ﬂﬁuw}dﬁﬂﬂaﬁﬁmw Fageni
Hypertext Transfer Protocol Secure (HTTPS) wag Secure MQTT

Fodrfaves HTTP war MQTT Aaidpudsinesuagiusninesdonnuaniduneviandnues
szuu nindsdeulviunanvesulelefidosamunsnvneduiiesesiugunsalleloflundnuaune
dugunsalld uladnedeadnesuarlusninestonuazdeniamnuunszanslvaniuls Tudu
HTTP Wl fidayminszimadentildsnszanelnan (Load balancer) vidongenddeundu (Reverse
proxy) luns¥uile uddnsulusninesdemnures MQTT Hu whitdsiedsliiinalavieshgaels
Mausuunsgedild fuddeieenwuusazimuissuulusninesdoauiivhoulduuuadanes
annsanszansnuEeaunaunuiuld Ssduidurledfyuounanlesuinne
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Tunmil 2 TneflpsAusenou udNNISEBNLULLAYTIBaELBIANISWRAILN fadl

1. wianwiglauss Wugendwislavsisdmsuindsuugunsalleledl Usznaumeilandu
lumsigensedoansivunanvlesy Budusnuvesgunsal Wihsiatesdonns warUszanunuiugunsnl
a0 = | & Y = oG Ve ag ¥
du msdeansiuinniglausisaulasannisdearsuulnsinaea MQTT waglaus3luansldeu
wuulawnugesarmedyanoug e ildans 1SC dnWannaunsaanillvasdanglaus3lin http./
github.com/netpieiolutlinnie 2015 fuddeowmisnlavssdmsuniadeulusunsuniw Node js,
Python, HTMLS5, C, C++, C#, Java, JavaScript kag Android Faiiaumainaienseunguensnuas
Tolofinalyu 1w Raspberry Pi, Arduino-Ethernet-shield, ESP8266, ESP32 a1 a@unsalwu Android

a s & o = o ! P o Aaa
warARLIWEITIRLY AnuvvneRemsiawlaussluwsaznwiiesessugunsalleleiniivainvate
Usznnlvidsonnuiianunsanenniueenuituinnsgiuiediulazdoasiuld a1nanuvinmeil
faAdelausuusslidameanunsaldlausns MQTT wuuinasguludamensidu 2020 viliianie
FRTUMYIRBNTINBTUAL BN TARIT VAN VA g N BT UMUNNGUYNYUENAIU MQTT aduayu

2. Tusninasdoanuuuunazaned fMiinanludesfuilusninesdernunuunszaisin
dumladduesuinisdane Tanddensilusninesuates uwivhaulduuunaeusiuiu Taed
samualisndudesindeglugusdoyairiu Tuvasiimnuesnilsgunsaiasfeuiuaiondy
Tusninesiien Aeazdsdamnusinulusninesiladle ludesynaatusladvilsiuandunmi 3
(Edudniidameunndianuimslusninestennuleleiill dsdviuinsuen 1 Tusninedse 1 {19
Tunsitmunfisisodesinuladdnsinaea MQTT wazimunlusnineddennutuesdioniu Node js
wonanil fafedsldiannalalumssfasnamadstonumesgunsalfedifinau (Token Bucket)
WleuusEiunuamesUImsuazlosiuszuuanmsgnland elidamnedanumienldgean
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3. fadoya flivinmadameaunsaivieyaveslildszerenld levimaiudoyad
3endn Wannefia (NETPIE feed) WWunisiiudeyauiineunsuian (Time-series database) fauena
Tunmd ¢ Tunsiannfinideldgudeyasin Kairosdb/Cassandra dadugudeyauuy NoSQL
fhauldiuuuadamesnszanes léausadidadoyavosmuldiutesmadanslausivie
Ul

PieSensor @INO
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Temp )

nwii 4 fdegumsdnifiuveyaiuusunsuoaniuiinwiewn

4. dauadrenginaeiReuly Wuesesdiebiiniauldimualouly assng vesnisdeans
senisdewisegunsal neuyudlidesdiedndul 1w Welivanisaivilafinu (Wu nA1gamgl
Iegandnnaeininug) Wisuitanssufiaes (Wu Ueanaw) dwadenganasiteulviududiu

Y
@

drgnszlududisfselevigaaannsldinuleled fuidedenldlusunsu Node-RED tlu
wlunsiauw msgldnuldheuasiiunmdanu dmednvurnsaininuazdeusoluga uasd

b B =[p.

I3

flvwndn anunsadillaslugunsalvuadniveuveunietis (Edge computing device) 1 tngldl
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