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Abstract

While sitting in his office in downtown Bangkok on May 227, 2014,
Mr. Thomas Drucker, the managing director of IBC (International Business
Computing), was shocked about the news that the Royal Thai Army had
launched a coup d’état against the caretaker government of Thailand
following six months of political unrest. Coming from the US, reputedly the most
democratic country in the world, he was displeased with this disturbing news.
After the coup, the military created a junta called the National Council for Peace
and Order (NCPO) to govern Thailand. He pondered what effect this coup
would have on the company’s business in Thailand.

A week later, Drucker was outraged to learn from the news that
the military was hunting down Internet users who had posted contents
against the coup. The news also mentioned that the junta was setting
up a surveillance center to monitor any citizens who provided comments
against the junta’s policies. “What type of country are we in?,” he asked his
wife. “Absolute power corrupts absolutely,” she calmly replied.

A couple days later, the IBC announced that it was looking for
a promising candidate that would supervise the newest IT business
solution division. Thomas had high expectations for anyone that would
be in this position because the new division would be tasked with
penetrating the new market for IBC’s business services in Thailand.

As Thomas paused, the phone rang. At the other end of the line was
Dan Grestner, the CEO of IBC and Thomas’s direct boss. Dan told Thomas
that he heard that the IBC (Thailand) had opened a director position for the
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newest IT business solution. During his lecture at MIT, he went on,
he hads met a promising Thai student, Tanakorn Sakchai, who had just
graduated with honours in his MBA degree, majoring in IT management.
Takakorn also had had extensive experience in IT management. Dan hoped
that Tanakorn could fill the opened directorial position. He mentioned:
“He is one of the smartest people I have ever met.”. Thomas replied, “I'm
looking forward to meeting him.”

Two days later, Tanakorn came to Thomas’s office. Tanakorn told
Thomas that he had lived and worked in the US for ten years after
graduating from Chulalongkorn University with a honour’s computer
engineering degree. He had worked for several global IT companies, such as
Microsoft, Google, and Amazon. He now wanted to be at home, he explained,
so that he could be close to his family. Also, he really wanted the director
position for IT business solutions because he could apply both his technical
knowledge and business background to the job. Thomas was really
impressed with Tanakorn’s qualifications. “Welcome aboard,” he said to
Tanakorn. “I'm looking forward to working with you soon.” Tanakorn replied,
“Thanks, Boss.”

Soon thereafter, IBC HR manager Somsri Benjawan, in undertaking
her customary practice of investigating the social media profiles of job
candidates, came upon a Los Angeles Times newspaper article that
1dentified Tanakorn as a fervent supporter of former Prime Minister
Yingluck. In addition, Tanakorn was identified in the article as a key
participant with the anti-coup Facebook page, where he often posted harsh
comments against the military. Searching the anti-coup page, Somsri
saw that Tanakorn was one of its most avid supporters. Somsri knew that
she had to reveal her findings to her boss, Thomas.

Walking into his office, Somsri began with, “I think we have
a situation on our hands.” She then went on to explain what she had
uncovered in her search of Tanakorn’s name on the Internet and social
networks. “We found many records of him supporting the anti-coup on the
Internet and social networks,” she continued. “This can get our business
in Thailand in trouble.”

Thomas instantly, albeit reluctantly, surmised that he might have
to reconsider Tanakorn’s candidacy. But, he knew that people with his
credentials did not walk into the door of the company every day. “If we let him
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go, he might be swept up by our competition,” he fretted. “But, on the other
hand, if someone Googles his name or checks his name on social networks, this
might get us in trouble with the military, which at the moment governs
the country.”

Upon his arrival home, Thomas remained conflicted about what to do.
Tanakorn was the perfect candidate for the job, he had the support of the
CEO, and the Company’s policy had always been to support democracy
and freedom of expression. But, on the other hand, if the Company brought
Tanakorn aboard and someone later found out about his history on the
Internet, the Company could have serious problems with the military. And he
knew that that IBC could not afford to have the military as its enemy.
“What should I do?,” he finally asked aloud, his voice almost quavering with
anguish.

Keywords: Internet Privacy, IT Ethics, Privacy issues on Internet, Thailand,
Freedom of Expressions on Internet
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While sitting in his office in downtown Bangkok on May 22", 2014,
Mr. Thomas Drucker, the managing director of IBC (International Business
Computing), was shocked about the news that the Royal Thai Army had
launched a coup d’état against the caretaker government of Thailand
following six months of political unrest. Coming from the US, reputedly the
most democratic country in the world, he was displeased with this disturbing
news. After the coup, the military had created a junta called the National
Council for Peace and Order (NCPO) to govern Thailand (See Appendix 1).
He pondered what effect this coup would have on his company’s business in
Thailand.

A week later, while having dinner with his wife, Thomas was outraged
to learn from the news that the military was hunting down Internet users who
had posted contents against the coup. He queried Martha: “What type of
country are we in?” Martha shook her head gently and responded, “Absolute
power corrupts absolutely.” The news also mentioned that the junta was
setting up a surveillance center to monitor any citizens who made comments
against the junta’s policies.

A couple of days later, the IBC went forward with an earlier-planned
announcement that it was looking for a promising candidate to supervise
the newest IT business solution division. Thomas had high expectations
for anyone who would fill this position because the new division would
be responsible for penetrating the new market for the IBC in Thailand.

The Promising Candidate

As Thomas paused, the phone rang. At the other end of the line was
Dan Grestner, the CEO of IBC and Thomas’s direct boss. Dan told Thomas
that he heard that the IBC (Thailand) had opened a director position for
the newest IT business solutions. He stated that during his recent
lecture at MIT, he had met a promising Thai student, Tanakorn Sakchai,
who had just graduated with honours in his MBA degree, majoring in IT
management. Takakorn also had had extensive experience in I'T management.
Dan hoped that Tanakorn could fill the now-opened directorial position.
He mentioned: “He is one of the smartest people I've ever met.” Thomas
replied, “I'm looking forward to meeting him.”
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About IBC

IBC or International Business Computing was an American
multinational technology and IT consulting corporation, with headquarters
in Los Angeles, California, United States. IBC manufactured both computer
hardware and software, in addition to offering data centers and web hosting
as well as consulting services in areas of information technology. It was
founded in 1950 by four young scientists from Stanford University. The
company motto was “Be democratic,” which reflected the founders’ conviction
that employees were to be encouraged to have their own voices and
different opinions. The company emphasized the value of diversity of both
people and ideas. In addition, IBC announced that it would have zero tolerance
for any discrimination based on individual identity or beliefs. The company
took extraordinary care in recruiting its people. Not only did job candidates
need to be highly qualified, but also they had to have unimpeachable integrity.

In 2014, Fortune ranked IBC the third largest U.S. firms in terms of
number of employees (300,000 worldwide) and the fifth largest in terms of
market capitalization. Forbes ranked IBC number 1 in terms of being the
most democratic company.

IBC’s strategic direction gravitated around investment in developing
economies. The mission of the company was to help local businesses become
efficient through the use of information systems and technology. In the past,
IBC had tried to invest in China. However, the Chinese government required
international firms to reveal the internet usage of the users and employees
to the government. Consequently, IBC had decided to not invest in China,
despite the Chinese market being the largest one for IBC’s lines of business.

IBC viewed Thailand as an emerging market that provided excellent
opportunity for the business to grow and become successful financially.
As the second largest Southeast economy by both gross domestic product
and population, Thailand was already an economic powerhouse that was
likely to continue to grow and prosper in the future. Hence, senior IBC
management believed that expansion of their business into the Thai market
made eminently good business sense. Further, with the ASEAN Economic
Community scheduled to become almost fully operational by January 1, 2016,
IBC’s presence in the Thai market might serve as a springboard for launching
additional offices in the region as time progressed.
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Overview of Thailand
Culture and Demographics

Located in the strategic centre of the South-East Asian peninsula
and bordered by the Gulf of Thailand, Myanmar, Laos, Cambodia, and
Malaysia, the Kingdom of Thailand was the world’s 50* largest nation
in land mass (513,115 square kilometers, or 198,120 sq mi) and the 20%
largest country in population (estimated in 2010 as slightly more than 67
million people). (See Appendix 2) The country was divided into six regions
(North, Northeast, East, South, West, and Central) plus the administrative
region comprising the capital, Bangkok (“Krung Thep”), which was by
far the most significant urban area in the country. Demographically,
the country was comprised of a majority of ethnic Thais, but also had
a substantial population of persons of Chinese descent (14%), as well as
a scattering of other distinct ethnic groups (e.g., the peoples of the several
so-called “Hill Tribes”). Approximately 71% of the population fell into the
15-64 age group, although a significant portion (nearly 20%) were in the
0-14 age group and slightly more than 9% were in the 65 years and older
group. A 50:50 ratio of males to females pertained in each age group. The
population growth was 0.566% as of 2011, which represented a decline from
the previous year. While the culture of Thailand had been shaped by many
influences, including the ancient civilizations of India, China, and Cambodia,
Buddhism -- the state religion, as well as the religious preference of nearly
95% of the population -- had exerted the most profound influence on the ethos
and mores of Thai society. The country was also alone among its Southeast
Asia neighbors in the distinction of never having been a colony at any point
in its long history.

Thailand enjoyed a high level of literacy, with nearly 93% of the
population who were 15 years old and over able to read and write. Education
was provided mainly by the Thai government through the Ministry of
Education and was free through the first twelve years of school, but was
compulsory only through the first nine years.

Economics

Economically, Thailand was an emerging economy and was
considered a “newly-industrialized country,” with the main industries being
electronics, automobile manufacturing, and agro-industry. Although most
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of the country’s labor force worked in the agriculture sector, manufacturing
nonetheless accounted for 40% of the GDP, as shown in the following table.

The Structure of Thai Economy [1]

Sector % of GDP by % of Labor Force
Sector by Sector

Agriculture 8.3 43.3
Manufacturing 40 13
Wholesale and Retail Trades 13.3 15.1
Construction and Mining 4.4 4.8

Other Services (financial,

educational, hotels, restaurants, 33.2 23.9

etc.)

Thailand’s was a heavily export-dependent economy, with exports
accounting for more than two thirds of the gross domestic product. In
descending order of export value, computers and parts, vehicles and parts,
and electrical appliances were the country’s major export items, while crude
oil and electrical machinery and parts were the main import items (see the

table below).

Major Export and Import Items [1]

Major Export Items

Major Import Items

Computers and parts 8.5%
Vehicles and parts 9.6%
Electrical appliances 7.1%
Base metal products 4.1%
Plastic products 4.8%
Petroleum products 4.5%

Crude oil 12.5%
Electrical machinery & parts 8.9%
Industrial machinery & part 7.5%
Iron and Steel 6.1%
Integrated circuits 3.6%
Computer parts 2.2%

Politics and Governance

Since the reform of the absolute monarchy in 1932, politics and
government were conducted within the framework of a constitutional
monarchy, with a prime minister as the head of government and a hereditary
monarch as the head of state. In concert with the traditional structure of
parliamentary systems of governance, the Thai executive branch was also
an active participant in the legislative branch of government. An independent
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judiciary with a supreme court of final authority comprised the third
branch. Since the reformation, Thailand had undergone 19 military coups
d’etat and 18 constitutions and charters, reflecting a high degree of political
instability. Moreover, throughout the reform period, Thailand had experienced
many political crises, such as Black May in 1992 and the more recent Yellow
Shirt and Red Shirt protests, which again demonstrated the pronounced
fragility and instability of the Thai polity.

The period from late-2013 through mid-2014 had been a time of
especially severe political instability. Anti-Government demonstrations
took place between November 2013 and May 2014. These nearly daily
mass rallies at sites throughout the capital were organized by the People’s
Democratic Reform Committee (PDRC), an anti-government pressure
group set up and led by former Democrat Party (the opposing party) MP
and Deputy Prime Minister Suthep Thaugsuban [2]. The antics of the PDRC
had been aimed at forcing the prime minister, Yingluck Shinawatra, from
office — an objective that was eventually achieved by way of an May 2014
ruling of the Constitutional Court finding that the prime minister was guilty
of charges of abuse of power over the transfer of national security chief
Thawil Pliensriin 2011 [3], and therefore had to vacate the premiership. Within
sixteen days thereafter, the supreme commander of the Royal Thai Army
dissolved the remainder of Shinwatra government and declared that
the military junta that had launched the putsch would henceforth be in
charge of the government (see Appendix 3).

The Internet in Thailand, Google Search, and Privacy
The Internet in Thailand

Thai people, particularly the younger generation, had enthusiastically
joined the internet revolution from the very outset of its origins. By 2010, out of
a population of an estimated 67 million, there were nearly 29 million internet
users, more than half of whose internet access was through smart phones or
tablets. Indeed, much of the recent growth in internet users was due to the high
growth among smartphone users (see Appendix 4). Bangkok and the central
region had the largest number of people using the internet and computers
(see Appendix 5). Nearly 55 percent of people of ages 15 to 24 had access to
the internet, although only about 6 percent of people older than 50 did (see
Appendix 6). The Top Ten websites visited in Thailand were Google Thailand
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(google.co.th), google.com, Facebook, Youtube, Dealfish.co.th, Blogspot.com,
Pantip.com, Yahoo, Wikipedia, and Windows Live (see Appendix 7).

The Workings of Google Search'

While there were a number of search engines available on the
internet, Google was by far the most successful one. Its search engine, like
all the others, used software called “web crawlers” to find publicly available
webpages. The most well known crawler, named “Googlebot,” looked at
web pages and followed links (as known as “web link” or “hyperlink”) on
every web page. Crawlers visited every web page through the link and
then copied those webpages into Google’s servers. The web was like
a library with billions of books. Google gathered the pages during the
crawlers’ traversing of the web and then created an index akin to the index
in the back of a book (see Appendix 8). The Google index included
information about web contents and locations. Thus, when users searched
for information, Google’s algorithms looked up the search terms in the index
to find the right pages. Google’s search algorithm ranked web pages by
relevancy and popularity. The search results could contain text, pictures,
and videos.

Privacy on the Internet

Privacy is the right to be left alone -- the most comprehensive of
rights, and the right most valued by free people. [Justice Louis
Brandeis, Olmstead vs U.S. (1928)]

In the age of the Internet, there were many ways in which people
could search for other people’s personal information. The most popular
form of internet use was social networks in which people posted their
personal information, thoughts, opinions, etc. on the Internet for others
to see. In consequence, with their personal information potentially
exposed to the public, people unwittingly endangered their own privacy.
More specifically, what was once their personal beliefs and opinions,
formerly considered private information, could now be searched on line.

The evolution of the Internet had changed the employment landscape
in fundamental ways. For example, traditionally, a background check of
a job candidate was not conducted until after an applicant had gone through
initial selection and interviews and been selected as a finalist. In the past,
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someone with a troubling history could have a fresh start in a new location.
Today, qualified candidates could be “googled” even before they set
a foot in the door of the company.

Privacy and Social Networks

Social networks were the websites or systems that allowed people
to create their profiles and link the profile with those of other people.
People could share text, pictures, and video on the social network websites
(see Appendices 9-11). The contents could “go viral” when people widely
shared the contents. Among nearly 29 million internet users in Thailand,
nearly 19 million users were actively using Facebook. Eighteen million
people were using Line; about 5 million users used YouTube; and, 2 million
used Twitter (see Appendix 12). The most popular activity on the social
network websites was reading the content (see Appendix 13).

Social networks allowed people to do what they could not do in the
off-line world because outside the social networks it could be very awkward
to inquire into other people’s lives. There were restrictions in the real-world
concerning, for example, the inappropriateness of asking people for their
private information or political beliefs. Even with a person’s closest friend,
it could be very inappropriate to ask about personal information or beliefs.
Unlike the real-world, on the internet and social network, people could access
personal information without any permission of the owners (see Appendix 14).

The Interview

Two days after his boss had called to discuss Tanakorn’s impressive
background and laud him for his capabilities, Tanakorn came to Thomas’s
office to discuss the advertised position. Tanakorn told Thomas that he had
lived and worked in the US for ten years after graduating from Chulalongkorn
University with a honour’s computer engineering degree. He had worked
for several global IT companies, such as Microsoft, Google, and Amazon.
Tanakorn had returned to his native country because, he explained,
he wanted to be at home so he could be close to his family. Also, he really
wanted the director position for I'T business solutions, he explained, because
he could apply both his technical knowledge and business background to
the job.
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Thomas was very impressed with Tanakorn’s qualifications. There
was no question in Thomas’ mind that Tanakorn had the skills and experience
with which to be an outstanding director. Thus, as the interview drew to
a close, Thomas said to Tanakorn, “Welcome aboard; I'm looking forward to
working with you soon.” Tanakorn replied, “Thanks, Boss.”

The Google Search

Somsri Benjawan was the human resources (HR) manager and had
been with IBC for twenty years. Although Thai, Somsri’s heart and mind
belonged to the company. Her job was to screen job candidates and make
sure that anyone who was hired to do a job at IBC was qualified. To this end,
1t has always been her practice to scan the first 20 pages of Google search
results. In addition, she also investigated the social media profiles of the
candidates, including perusal of the content from the candidate’s Facebook,
Instagram, Twitter, and YouTube pages.

It was while searching for Tanakorn’s name on Google page 15 that
she came upon an article from Los Angeles Times newspaper that identified
Tanakorn as a strong supporter of former Prime Minister Yingluck.
In addition, Somsri also found out that Tanakorn was participating
on the anti-coup Facebook page, e.g., posting harsh comments against the
military. In searching the anti-coup page, Somsri discovered that Tanakorn
was one of the most avid supporters of the site. She knew immediately that
she needed to bring these findings to Thomas’ attention.

The Bad News

As Somsri walked into Thomas’s office, Thomas had the feeling
that whatever she would say would not make him happy. “Ok, what is
1t?” he asked, as his breathing momentarily stopped. Somsri replied:

I think we have a situation on our hands. I have been
searching Tanakorn’s name on the Internet and social networks.
I found that Tanakorn might be a guy that could get the
company in trouble. We found many records of him supporting
the anti-coup side on the Internet and social networks. This could
get our business in Thailand in trouble.
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Thomas hesitantly conceded, “Maybe.” Dejected at the thought,
he instantly, albeit reluctantly, surmised that he might have to reconsider
Tanakorn’s candidacy. On the one hand, he knew that people with
Tanakorn’s credentials didn’t walk through the doors of the company
every day. “If we let him go, he might be swept up by our competition,” he
thought to himself. “But, on the other hand, if someone “googles” his name
or checks his name on social networks, this might get us in trouble with
the military, which at the moment governs the country.”

The Decision Point

After Thomas got home and as he prepared to have dinner with his
wife, his face indicated that he had a lot on his mind. “What am I supposed
to do?” he finally asked in anguish.

Tanakorn is a perfect candidate for the job. We can’t
easily find professionals like him. He also has the support of
the CEQ. Further, our company’s policy has always been to
support democracy and freedom of expression. But, if we bring
Tanakorn aboard and someone later finds out about his history
of anti-coup postings on the Internet, the company might be
in trouble with the military. And, we know that we cannot
afford to have the military as our enemy. What should I do?”
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Appendix 1: The Structure of the National Council for Peace and
Order (NCPO)
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Appendix 2: Map of the Kingdom of Thailand
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Appendix 3: Timeline of Political Developments in Thailand,
2001-2014

Thailand power transfers
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Appendix 4: Thailand’s Internet and Telecommunications Outlook as
of May 2014
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Appendix 5: Percentage of Thai Population Using ICT by Region
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Appendix 6: Population Using the Internet by Age Group

6-14 | 1524 | 2534 | 3549 | 50year+ |
2008 23.6 44.6 19.3 10.3 3.4
2009 29.0 473 215 119 4.0
2010 359 50.0 24.6 13.6 4.2
2011 38.3 519 26.6 14.3 2.0
2012 46.5 54.8 29.7 17.1 6.2

Source: National Statistical Office; 2012

Appendix 7: Top Ten Websites in Thailand
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Appendix 8: How Search Engines (e.g., Google) Work
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Appendix 9: Social Media/Social Networks
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Source: http://socialmarketing.blogs.com/r_craiig_lefebvres_social/social_media/

Appendix 10: Timeline of the Development of Social Networks
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Source: http://www.businessproductivity.com/wp-content/uploads/2011/10/Social-Network-
Timeline-1997-2011.jpg
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Appendix 11: World Map of Social Media
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Appendix 12: Total Number of Social Network Users in Thailand

Social Networks Population
in Thailand 2013
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Appendix 13: What People Do on Social Networks
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Source: Piskorski, Mikolaj Jan. “Networks as Covers: Evidence from an online social network,

Working Paper, Harvard Business School, 2013.

Vol. 7 No. 2 (July-December 2015) NIDA Case Research Journal

57



We Are Watching You!

Appendix 14: Breakdown of Activity on Facebook
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