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Abstract

Background and Objective: The challenges of doing business on a digital platform have led to continuous
concerns for users and service providers. Therefore, this research aims to study the application of blockchain technology
to enhance security and transparency in digital platform businesses.

Methology: Applied research methodology defined specific information by selecting 48 academic articles,
100 website contents, and 15 digital platform business case studies using a modified feature and potential impact data
recording form from a literature review and consistent with the research objectives in collecting data using keywords
based on the human-in-a-cycle modeling method combined with the “Google Keyword Planner” search optimization
program to extract data from websites and using the Beautiful Soup program to analyze and process data that linked
movement techniques to separate and organize data.

Results: The potential of blockchain technology through its unique features that help enhance security
and transparency in digital platform businesses 8 parts, including: 4 Immutable Ledger, 6 Transparant Transactions, 2
Decentralization, 5 Smart Contracts, 6 Traceability in Supply Chain, 3 Decentralized Identity Management, 5 Consensus
Mechanisms, and 2 Data Encryption. In addition, potential through specific features that do not affect the performance
in part of 1) Decentralization follow the unique features of the Immutable Ledger, 2) Smart Contracts follow the unique
features of the Tamper-Resistant Execution 3) Consensus Mechanisms follow the unique features of the Alignment with
Platform Rules, and 4) Data Encryption follow the unique features of the Secure Storage.

Discussion: The unique characteristics of blockchain technology potential show its efficiency impact in
helping to enhance the security and transparency for digital platform businesses, which has gained confidence and trust in
its implementation, operation and management.

Suggestion: There should be a development of an approach to integrate the relationship of blockchain
technology that still has overlap in each area to increase efficiency and reduce work costs.
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Figure 2. Blockchain technology potential helps enhance security and transparency in digital
platform businesses
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Source: Analysis by the researchers
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Table 1. Blockchain Technology’s Immutable Ledger Potential Enhances Security and Transparency

in Digital Platform Businesses Through 8 Specific Features

WANTENLNNANGAIN (Potential Impact)

AENURRNIZAT (Unique Features)

Usende (Security)  W99ld (Transactions)  U9zAnBAMN (Efficiencies)
1. AMunInn13nusy (Tamper—Resistance) v x v
2. ffasunnadialng (Fraud Prevention) x v v
3. Anuanysnivasiinya (Data Integrity) v v v
4. ﬁiﬂ‘iiuiﬂi‘d?ﬂ (Transparent Transactions) v v v
5. dgyeyndaniaziasnsis (Smart Contracts Security) v x v
6. AaNaNanad (Reduced Intermediaries) x v v
7. asnaasuuarUfuRnngszideu (Auditing and Compliance) v v v
8. nyeapUNsdennaunaemingldgLnm (Supply Chain Traceabilty) v v v

9nPn97 1 wudn AnesrmiiaBusnussani biAengesama bladuRnmeina oeTs
NI INANTILNSERYBMATLEaU S 8 Uanns Tnef aoumaiRianngdnafidnanssny
yeaHlasatauayanlUsels 911U 4 Usznng fe 1) prsanysoalaesieys 2) ganssnlussla
3) asnaapuuazUfIRnNngudey uay 4) nsreasunisfiannaunaaniaslgguni

msv?qunssuﬁfﬂéffﬂ
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Table 2. Blockchain Technology’s Transparant Transactions Potential Enhances Security and Transparency

in Digital Platform Businesses Through 10 Specific Features

HANTLNIUNNANEANTIN (Potential Impact)

AMENURANIZAT (Unique Features) — ‘ —
Uannne (Security) Tusala (Transactions)  Use@nBAn (Efficiencies)

v

Waea151904% (Public Visibility)
. @5 9AHEaTie (Trust Building)
. M9INDULLLNTZAN88 W19 (Decentralized Verification)

. AWLARATHLIA193Y (Real-Time Updates)

AMNTURATAL (Accountability)
. Aiun1enNRTyyIgaasey (Smart Contract Execution)

. aavaspuuazUfjiRnungsuidey (Auditing and Compliance)

v
v
v
v
. ﬁuﬁﬂﬁT&iLUﬁﬂugﬂ (Immutable Record) v
v
v
v
. ﬂﬂmmfsiﬂm@mm"ﬁmiﬂ (Reduced Information Asymmetry) x

x

AV NI N NN N Y N NN

KON x S XX

10. HpUS MR AU (User Empowerment)
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Table 3. Blockchain Technology’s Decentralization Potential Enhances Security and Transparency in Digital

Platform Businesses Through 10 Specific Features

WANTENUNNFANEATN (Potential Impact)

AdaNtRIRNILAa (Unique Features) - - —
Uaang (Security) Tugsla (Transactions)  Uaz@n3NN (Efficiencies)

1. danejusiamnudnimanqaifias (Resilience to Single Points of Failure) v x v
2. Tausnszamin/Asngy (immutable Ledger) v v x
3. gafinunnan1sUnia (Censorship Resistance) v x v
4. nalndnndilusla (Transparent Consensus Mechanisms) x v v
5. AuAudnyauegld (User Control over Data) v x v
6. anFaNang (Reduction of Intermediaries) x v v
7. NMUNHABAIMHRANATA (Fault Tolerance) v X v
8. AT TaHUSNNA (Enhanced Trust Through Consensus) x v v
9. frfiugualussla (Transparent Governance) v v v
10. Windavialan (Global Accessibility) v x v

9nANET 3 wudn Fnenwnianazanesnaesme ladufennue T Rz
AINANTENUNNUTEAVBAIN d149% 9 152015 BednenwHuAniaR RN lfinansny
yaszANBI 9191 1 Usenns Ao daBusndasunviibiwaeusy Tnefaomuifianziofidons
naznunAaasaiEuazaallasls d1uam 2 Usznns Ae 1) deusnaznni( Lﬂﬁlﬂugﬁ
way 2) Miugualussla

Ayaanses
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Table 4. Blockchain Technology’s Smart Contracts Potential Enhances Security and Transparency in Digital

Platform Businesses Through 10 Specific Features

o . WANTENUNNFANEATN (Potential Impact)
AMFNUFARNI1ZAT (Unique Features)

Uaease (Security) 1u59la (Transactions)  15¢AnEnw (Efficiencies)
1. AfNN"98 48R (Automated Execution) x v v
2. afiunnatiasiuniadauge (Tamper-Resistant Execution) v x x
3. A999EBULULNTZa1887119 (Decentralized Verification) v v v
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Table 4. (Conts.)

WANTENLNNANLAIN (Potential Impact)

AdaNtRRnILAa (Unique Features) -
Uannng

Security)  T99Ta (Transactions) UszANBnm (Efficiencies)

4. m3snzlussla (Transparent Logic) v v v
5. ﬁuﬁﬂﬁﬁﬂﬁuﬁimﬁ‘ﬂuiﬂ (Immutable Record of Transactions) v v v
6. mmwﬁm@'ﬁmmq (Reduced Counterparty Risk) v v v
7. HaNlAYAA1934 (Real-Time Visibility) x v v
8. Ufiffimungazifeufindesda (Streamiined Compliance) v x v
9. sviudiaRnmisiusy@nBam (Effident Dispute Resolution) x v v
10. EULLUUﬁq‘iﬁ@Lﬂuu%ﬂ‘i‘m (Innovative Business Models) v v v

NPT 4 WU Ananmdygdansezeswaluladuaenariug nETRimnnzsi
AINANTENUNNLTEAVBAIN F149% O 152015 BednenwHuAnIaRTRANIA lfinansny
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Table 5. Blockchain Technology’s Traceability in Supply Chain Potential Enhances Security and Transparency

in Digital Platform Businesses Through 10 Specific Features

WANTENLNNFANEATN (Potential Impact)

AaNTRIRNILAT (Unique Features) — - —
Uanane (Security) Tusala (Transactions)  UgeAnBAN (Efficiencies)

1. spaiinslanuniuandumisiiadanenis (End-to-End Visibility) v

. ininnn9tlaeniunTs3mause (Tamper-Resistant Records)
. MTITNDUWARITINT (Provenance Verification)

. anN19UaBNLUAY (Reduced Counterfeiting)

2
3
4
5
6. MFIIFBLLLLNTEI1981419 (Decentralized Verification)
7. Ufjifinaungsuideudoyayrdandes (Smart Contracts for Compliance)
8. MTIIFDUAINIIRI93Y (Real-Time Monitoring)

9

v
v
v
v
| N9EUINMTRenAuARSEANENW (Efficient Recall Processes) v
x
v
x
. uisihdinyauazni9yinaudandi (Data Sharing and Collaboration) v

v

NN NENE 2 Y SN
SN N N N N VR N

10. Lﬁum’m\ffﬁmdsﬁwmgﬂﬁﬂ (Enhanced Customer Trust)
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Table 6. Blockchain Technology’s Decentralized Identity Management Potential Enhances Security

and Transparency in Digital Platform Businesses Through 8 Specific Features

R » NANTENUNINANEATIN (Potential Impact)
AMFHUGLRNIZAT (Unique Features)

Uannasie (Security) Tugsla (Transactions)  UseAnBnn (Efficiencies)

x

—

. AuAndayaepls (User Control Over Data)

. idngASNmMAaIgALFEA (Elimination of Single Points of Failure)

. tufindieyaszydamdiliAsngy (Immutable Identity Records)
. Susasnnngnéisiuasnaste (Secure Authentication)

- iInnudinnuwanwasusanii (Interoperability Across Platforms)
. AugunainfefiTusela (Transparent Access Control)

. annnsielnedieyaiszansa (Reduced Identity Fraud)

. SnwnAnuidiugausia (Privacy Preservation)

© oo N o O A~ N

. AnuAsedalunsTLaNNSEangnAn (Streamlined KYC Processes)

SN N N N N N VNN
LXK X X <X %X %
NN N N N N SR VR NN

10. szuLABdaain@adie (Trustworthy Reputation Systems)
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Table 7. Blockchain Technology’s Consensus Mechanisms Potential Enhances Security and Transparency

in Digital Platform Businesses Through 8 Specific Features

WANTENUNNANGNIN (Potential Impact)

AndaNtRRnILAa (Unique Features) — . -
Uasang (Security) Tugsla (Transactions)  Uge@nanw (Efficiencies)

v

—

. mq‘vﬂ@umwgﬂﬁmLLUUﬂ‘j:‘mH’é'mw (Decentralized Validation)
. 5973809 UN153AUIE (Tamper-Resistant Transactions)
. tfasfunisdalng (Fraud Prevention)

. dndulalusela (Transparent Decision-Making)

. audangusinnislanfeesdia (Resiience to Sybil Attacks)

N o g A N

. dudulFnanmaiaan (Real-Time Verification)
8. UsungWanandasiuunanwasy (Aignment with Platform Rules)

v
v
v
v
emepasdetnefiuanasie (Secure Network Operation) v
v
v
v
9. Tﬂﬁdﬂ%’mﬁd'gd?@ (Incentive Structures) v

x

COUx R

KON % x x < x X

10. simAnlaiduiensisi (Unanimously Decision-Making)
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Table 8. Blockchain Technology’s Data Encryption Potential Enhances Security and Transparency

in Digital Platform Businesses Through 8 Specific Features

o . WANTENUNNANEATIN (Potential Impact)
AMFNUFARNIZAT (Unique Features)

annasie (Security) Tussla (Transactions)  UseRnBnn (Efficiencies)

x

—

. 3NM1AMHAU (Confidentiality)

. ‘Qiﬂiiwﬂﬂﬂmﬁﬂ (Secure Transactions)

. Snunannaiiudausia (Privacy Preservation)

. ﬁuﬁlﬁu"ﬁmjﬂﬂ@@mﬁﬂ (Secure Storage)

. ﬂﬂuiﬁ/ﬂﬂ’lﬂﬁ’lﬁdLLUUTSJLH?;%JHEU (Immutable Encryption Keys)

. tasrusizgnasnzi (Protection Against Insider Threats)

. dannetfansiauuunszanaaune (Decentralized Key Management)
. asnaaaunsilinewalé (Auditable Encryption)

aea

. Ui ungszidey (Regulatory Compliance)
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dlasannuien@enlesiusinansidinswa (Lantz & Cawrey, 2020; Bashir, 2020) F9panuliilAsnuas
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