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MALWARE INOPERATION SYSTEM ON |OS AND ANDROID
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nsradeuuarsryTellindeutssiarnu Yaatulnsdwitiofeldnutigmideatutaniuussuuufiing 108
way Android fifU3mnanfisanniudsmsidaudmsulnsinvidedeuaruiividniudiiddudediauszsiu
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ABSTRACT

The purposes of this study werel) to study the learning malware 2) to study mobile trend
is malware increasing of telecommunication and receivee-mail. Thus, the mobility have to check-
ing identify by using username and password. Currently, mobile devices have to become part of
malware problem on operation I0S and Android mobile more than increasing.

The mobile and tablet are using for everyday life of population and to facilitate every day
of work, so the user is likely to have important information of goal in store.Thus, the effective is
used for working very high. The mobile is device and developedof malware attack the highlight
to operating system.

In this paper, | introduce is about of malware. There are important methodology to solve
the problem. Then, the survey found that mobile malware for it. The malware is attack android
operating system more than 97% of the competitor for ios operating system is design emphasize

safety over the android operating system. Therefore, two operating systemwith compareispreven-

tionof malware.

Keyword : |0S operating system, Android operating system, Malware
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Tngldsashuisdunarlutiogtutiymifawsluszu
UFtRnsuugUnsalindeuiidmiu 10S uag Android
fidunufinaniuedsdedios Tnaanenisldau
Insfislefeuazuiividnfiosiuisnnuazninludia
UsziuRendesiunahauuasidosdiu niou
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fia : Tim Werthmann, Ralf Hund, Lucas Davi et, al. (2013).
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nsvhauldatvayugunsal S HansvAdeUAIM
HululFdmivitansflegluszuuufiinaimiialy
mMafiuauansniugy Wy nsliuonnaiedudi
frwadnuasdsnsoamamearanuianaiauuii
grurauaosile Tnsnannvesuewndiadutuilifues
aunsnliu innlunindu msdameunsaiuazUum

Tdnthaswuusansunsensitanuivuswesiseu
Feutuaunsnliudsdassadeiaundgninauslnes
e [22] [16].97naBRves Symantec 431 97% vos
Malware 8gful Android, 3% 8guu Symbian dulu
I0S, BlackBerry, Windows Phone sufuvuadios
N1 1% [5]

A5 UlASIES VS DITUDS FRe8Ne NS GPS, WIF

MOBILE THREATS* BY PLATFORM,
HISTORICAL VERSUS 2013

2000 - 2013

Symbian
605,
32%

Al 3 uansdeyaiiugiufetulsealhsalud 2013
fian : http://www.macthai.com/2014/04/09/97-percent-of-mobile-malware-is-on-android/

M15197 1 uanstayaseedauisiy I0S MauanAunuAsusRoulgugY 2009 falwigy 2014

Discovery Presumed .

Name date — Devices Type
IOS/Trapsms/ Altr.spy June 2009 Russia? Jailbroken SMS Forwarder
Spy/MobileSpyliPhone OS | Aug 2009 USA Jailbroken Spyware
|OS/Eeki.Alworm Nov 2009 Australia (Ashley | Jailbroken Worm Proof of

Towns) Concept
|OS/Eeki.Blworm Nov 2009 The Netherlands | Jailbroken Mobile banking
malware
IOS/Toires.Altr.spy Nov 2009 Switzerland Any (jailbroken or | Rogue applica-
(Nicolas Seriot) | not) tion Proof of
Concept
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A1519% 1 (M19)

Discovery

Presumed

Name date — Devices Type
Adware/LBTMIIOS Sep 2010 France Any (jailbroken or | Call premium
not)-Was phone number
found (and
removed) in the
official AppStore
Spy/KeyGuard!liPhoneOS Apr 2011 Czech Rep. Jailbroken Keylogger
IOS/FindCall.Altr.spy July 2012 Russia ? Any (jailbroken or | Privacy trojan
not)-Was found
(and removed)
in the official
AppStore
Riskware/KillmobllOS July 2013 USA Jailbroken Spyware
IOS/AdThief. Altr Mar 2014 China Jailbroken Ad revenue
hijacking
IOS/SSLCreds.Altr.pws Apr 2014 China Jailbroken Password
stealer

fian - https://blog.fortinet.com/post/ios-malware-does-exist.

\Wesnuiwm Apple, Google liaunynl
TFounenndadulauaramsiuludiureinisnain
waznsdsdyaalldaldnudedinuvasaden

nIALIS AINUTIRRITINSUSERLUSLANS NNV LATDY

a o o Y 0w I3
Houazdnnguinavniludunsedmivieunsess lng
= 1 o= say My
fnseygelildeou 11 nau Jadawrsnlalieguu
A U Ao o =
wenmAdulnmuA 956 nau Aauanslun1Iin 2

A13199 2 nuiieiiludussedmiueunsess dinmseygyelildou 11 ndudaiawilieguuwenndindu

fiamun 956 nay

Number of Dangerous Number ofnon-malicious Number ofmalicious
permissions applications applications
0 75 (8%) -

1 154 (16%) 1
2 182 (19%) 1
3 152 (16%) -

4 140 (15%) 2
5 2 (9%) 1
6 5(7%) -

7 8 (3%) 2
8 9 (2%) 1
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A1519% 2 (F19)

Number of Dangerous Number ofnon-malicious Number ofmalicious
permissions applications applications
9 21 (2%) 1
10 10 (1%) 1
11 6 (0.6%) 1
12 7(0.7%) -

13 4 (0.4%) -

14 4 (0.4%) -

15 2 (0.2%) -

16 1(0.1%) -

17 1 (0.1%) -

18 -

19 -

20 1(0.1%) -

21 -

22 -

23 1(0.1%) -

24 -

25 -

26 1(0.1%) -

a1 - Adrienne Porter Felt, et al. (2011).

n3inUsEANSANvasaws

- Uagtusulnsdnvidetevseaunsnliuiuy
Toufianudndudmsunsldnuuuivled lneieu
ieuiulnsdmilefonldfudwaudliinng fuandy
Al 4 unastoyafuaiiouuszggdesdns datuludly
UfuAsuguuuuligunaulaussiirnadaendodiuiy

o 1% o 1 < s %
myszymnugltunaey nsldnuivuesa Wusiy
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o o

Fasian1sldaunagsianudaudAgd1miud

e

Ao iuleed

msltauivuesnetaneliindedlniveasies
@ﬂmuﬁmﬁuﬁul%m‘lé’uaza’ma%ﬂammLﬁamﬂﬁﬁ’u
osAnsld laidrazidumssnudoya dudeides gl
annsaUssidualy [24], [25] fatunszUIUNIVRs
nyinUsgansnmdawiidestinisiFeuiuazinnguve
afaunsiivun il
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Yajin Zhou wazaasy (2011). lénanadn i
grun1sidsuddiegeifaued dunouusndesiinng
aygbilddayadutagiuneusazainusioinisdm
fusfauridueg fusuuvurasiedduiialdauuy
uewnaLATy Fnedl suanssdvsnmlumsBou
Silodnnguiianaitte 10 Vssuan Lioayaelinasld
NUIUTEAVEAMUAE BN UTIUIUFUAYYRINIT Y
wenwaiaduuuiiuguvesnisnsestioya lnslawizngu
YaetayaduIl 8 ngu Aseilog oy 6% voensly
wanaiady ilethludszandldnm lunsdld sndudes
fimsamzidounsnssnedyaanemsivdadaya
dmfuieunsess ey Fesdimmaseudevlunonl
ogluguuuuiingaiu lnemsandnyaadsnsiadedos
8y 0.64 [23]



a a a = ) o ¢ &
M1399N 3 miN‘UizaVIﬁﬂ’IWFLUﬂ’ﬁLiﬁlungaﬁ]ﬂﬂquuaLL’Jim 10 Usgian

Malware Essential Permissions Apps
ADRD INTERNET, ACCESS NETWORK STATE 10,379 (5.68 %)
RECEIVE_BOOT COMPLETED
Bgserv INTERNET, RECEIVE_SMS, SEND_SMS 2,880 (1.58 %)
DroidDream CHANGE_WIFI_STATE 4,096 (2.24 %)
DroidDreamLight INTERNET,READ_PHONE_STATE 71,095 (38.89 %)
Geinimi INTERNET, SEND SMS 7,620 (4.17 %)
jSMSHider INSTALL PACKAGES 1,210 (0.66 %)
BaseBridge NATIVECODE 8,272 (4.52 %)
Pjapps INTERNET,RECEIVE_SMS 4,637 (2.54 %)
Zsone RECEIVE_SMS SEND_SMS 3,204 (1.75 %)
ZHash CHANGE_WIFI_STATE 4,096 (2.24 %)

i - Yajin Zhou, Zhiwang, Wu Zhou, Xuxian Jiang (2011).

HTC One

Motorola Moto X

@ Google Nexus 4
S

gé Samsung Galaxy Note 2
=

e HTC One X+
Tl

=
"5 LG Optimus G Pro
e
Apple iPhone 5
Apple iPhone 5¢

Apple iPhone 5s

nsiSautaunisldoudunasiiia

1500 2000

Fnauglduinig

AT 4 wanInNsIUSeuguNSIFUB UL

fiun : Rishi Chandy and Haijiegu (2012).

dmSuauuanansveslasasisauninlin
Susausguslnandndosdinisasaturensiuaflya
ARURIMRT drun1sWugenduisarunsasunay
naaeulasnsBenlifleituiifntes fauddoisy
wuuiteadiudaauiiteidunisinussansamileddy
ynilsdduannsafiszduarfudonin leAndegy
Foyarutemumadrsvimiuaietny msftaziias
foyaldtiu desdiuavvosmstiuindoya n1svaaey
GulpsmsUszduienaaeumslinuvesiusinalaed

dnusznauvan fail msﬁwLauasﬁa;‘gmﬁamaauuas
TdsiaenuuuiiuguvesmsndeukasSBu i
foya yilufsinuvesasninliuiidens lnedeya
dwmsunsinde Wi-Fi uag 3G Aesnsiadunsdniiileds
Fam151971 4 wansssazIANTivadeusEAIneany 5 Wi
mﬂ'%aﬁ'amﬂ;:ﬂ,%'muém%’mﬁﬁmiashuizw Wifi Lag
51971 5 LLamf?hLamLﬁ'aﬂim%gaﬁumLLawwﬁwi'fumEJ
naaniinisiudateya [21]
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a a ' a | a P ° S a 1 .
A9 4 FLYLLIAVNAFADUTLAINAIY 5 UM WqﬂqLﬂaﬁlﬁ]qﬂﬁﬂﬂN’]u FANNRIUNITAANDNIUTETUU Wil

Connection Consumption cv
WiFi (always on) 51.17 mW 0.87%
WiFi (if screen is on) 51.26 mW 1.14%
3G 68.47 mW 9.49%

- Yajin Zhou, Zhi Wang, Wu Zhou, Xuxian Jiang (2011).

M3 5 wanwiaiionsaslayaresuanndiatunenaniimssudedoya

Permission RECEIVE_SMS SEND_SMS RECEIVE_SMS & SEND_SMS
Apps 5,214 8,235 3,204
Percentage 2.85% 4.50% 1.75%

fian - Yajin Zhou, Zhi Wang, Wu Zhou, Xuxian Jiang (2011).
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