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Abstract

This research aimed to study cautions of digital signature application for Khon Kaen
University (KKU) tuition receipt in terms of regulation, technology, and policy aspects. Prior studies
on digital signature were synthesized and in-depth interviews with 24 key informants were
conducted. Findings are as follows. In the regulation aspect, a new digital signature regulation is
needed and it has to be in line with existing KKU regulations. In the technology aspect, in-house
digital certificate should be avoided and an enterprise digital certificate issued by an international
commercial certificate authority is highly recommended. Time-stamp authority as a digital
witness is needed to certify document validity. A domain validation network should be avoided
in order to prevent phishing. Word/Excel documents are less secured whereas an inert JavaScript-
free PDF/Ais strongly recommended. In the policy aspect, the university should be cautious with
digital mindset changing in order to convince people to recognize the digitally-signed PDF/A as a
true copy. The university shoud initate a pilot project promoting the application of digital

signature among its various organizations and faculties.
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Useiiususeaatveaenals (Time Stamp) 4) n1sududinulunisidilesnu 5) 8n1seenlususes
waz 6) Usznnvadlndfildlunisasaneiiodondia
2.1 walulagnisiingia
nsasaneiiedenivassldimalulad PR Humaluladildlunissnwanusiuag
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1) nayuadu (Private Key) diadlaiiUnumelviganus
2) NyiaEs1584z (Public Key) ansnsailiawmelyigfausle uazannsouandng
Toitugdulel
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zdeaillususesidsia (Digital Certificate) Feussydoyaiivsuandrvaniivadluiusesnasnayua
a1515ue Jeflesdnsnaradudliuinislususes (Certificate Authority, CA) Tngendewmalulad PKI
Glusnseentuiusesdidansefinduriawd, 2559) Tudusesildldszuu PKI azilanulasnsetoonin
wazlufingnunes033u (UDREA, 2013) Tususesitldsyuu PR agldnisiduazaansia (Cryptosystem)
Afouldfunniigafentaituaznoasiianuy e1floaie Sane3iiu (RSA Algorithm) Aldnsidhsrauwuy
aauNIns (Asymmetric Cryptography) (Rouse, 2014)
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Security Reports 489 Asymmetric Key Algorithm 3319818y RSA %38 Electric Curve Cryptography-
Based f3liiAagniangseuy (Mathematical Breaking) ‘Uzy‘vn'ﬁLﬁmﬁuﬁy’mumﬁmmﬂ%ﬁﬂﬁﬁ’a (Practices)
filsigniosvesilian Taefidanasszielsildsiarnuiiing (Weak Password) lifinmsuvisitasinu u3e
n135gn Malware vlugdaya u3e 11 Hard Disk lUgan udanilinguadudmgasenly (ind 15os
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Tuuszmelne anse. azvimdfiiu Nation Root Certificate Authority (NRCA) i
1A5un135UsBInuNINTgINYee Windows Trusted Root Certification Authorities Store wd3 Tulaguu
{1 Thai Digital ID (TDID) k8 CA 71 anse. linssusasniseanlufuses wlesain Thailand National
Root CA G1 ¥81 anse. laeglu Trusted Root Certification Authorities Store w339l TDID CA 111

1‘1Ja§jslu Intermediate Certification Authorities Store ¥4 Microsoft aae LLaxﬁﬁﬁﬂguﬁ@W@L%”ﬂU@@:
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Name/Password filigsne 8ntiun15vigsnssunsiumsagly 2FA iesnnaginangundaaunasay
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wzsUyaRneuiimes

FoiaszSslunmsiududianu Ae desliszuunisdanissiaruiitiannumiuvu Tag
Jedulksiarinudosiiedadnes iin ug uwaziidaalunmstesiariuudazade aghadn 8 dasnws
Fuly wasldeudacdviniuiinisquasiiadauda mszaminerdevouniu lifulousligldauly
wiasvagldann uazstarinluiuled wazdesdndunisuussuuaietnellufusesuuy Extended
Validation (EV) SSL Certificates tws1zazdidaasdnsii1ves Domain aguu Address Bar w3aili3undn
3911 Green Bar lvglénluglaitenaziinuidefioundian 1sinasld Domain Validation (DV)
SSL Certificates wsgauiialufannsavinduliidu HTTPS #e SSL Certificate wuu DV lalagldinan
Laidle 5 urd iwsng cAvzBudunddigueluiusesa iudves Domain 93enIelivindu
(Phoomthaisong, 2017)

2.5 35n1508nbUSUTDY

¥
&

n1seanlususesdidnnselinddl 235 fe 1) deluiusesanmhenuiiliuinisesn
Tuduses way 2) ahlufusenss Tnefideaisiionsande Suduenmsiiviisnunisusndesliuas
ATREBUANgNFasBenasTataeTloTendvia msazitiluiusesiieenlneutmitliuinsdivilan
o3y axvlanunsaniadeunmgndesanysaivesenansiiasaeiiedeadviavildie dnluiuses

o

dmsuluadifuduaziudumbeauiimiuguaszidudivun ludssmealdvnivaziinhenuiiiu

U
£3

guamehgInssImmMsiudsimuelihasdeseenlng Financial CA fifnuumwintu eg1dlsfniunis
won CA mudszianvesgsnssudslifilulssinalng (013195 833nana, dun1wal) JsdessInwidu
diinanuasiaiunduiy (@ns) 3lEnnseeusu CA fieganeld National Root CA wassewmelveluns
11 Financial Digital Signature n38l3 9ALANAI9U99 Financial CA kay Government CA Ad A
Suiingeulunsalfifauiianatnintu Wy arusuinveusorinudemedn CA nauatilua
(Compromised) #1389M121253UU 34 Financial CA agiimsifiuanuiuinveuunnnii CA e 1 aziiy
TueFafuRudsssuisunisdnenddidenrsseidlutesmadenldluiusesdifinnsedndiinaniy

a o

Tufusesiteanlagussmitliuinisitialanseuiu azilfamnsansiadeuninugnissauysalves
lenasiiasaneiiodeRanasilddng

2.6. wiavadlildnazlilunisasansiledenivia

EU Directive wuztih1#l#lnd POF tnszidulndildwmundrmiuvinanesiode

advia lainasldlnd Word w3a Excel (5705 033nana, dunival) wazlidesivdunlnd POF
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iesmnlvldfiasaeifiederiviaudrazanunsasivlaliinduenarsiiesnlasgniesannmiienu mnd
msvassudasideudlindanindiasaeiededivaudiazannsansaaeuld insizimalulad P a¥ns
Jusiflensivdeumnugniesveaenats (ntegrity) uaznsraaouinfuidonilosnainuisadug
videlsl vnlenansiiasaneiladefaviadesiinaluszezeninisez1ding POF/A fignwamniiaialid
ausutAfiaziiutoyanian Wy dnunzvasiasnes Thausauansnalussozendldegnagnias

3. fiRulguny

wlevignaunisaniuns taud 1) alddng 2) mhenudinin 3) lasainisidises uag 4)
Wlguvieneiunsusyduiug

3.1 Aleang

'
A aa v v

fueldaelunmssndunisasdidywlunssuduldenunisamnsiiofefdvaiy
Tuadasuitu Hudinsvenenaluldfuienarsddymensinumndug esnnisldanededenavialy
sypzevztisannislinseauadluldun uvinendeveunduuiazannsadanisiualddnefiae
dAeduls mssdualddnediliuninlumsaseneiiotensvialulng POF ndoudseiususenianes
1enans Faaunsavelduinig Time Stamp Server Adaluinisng nﬂ%y’umaummmﬁ%ﬁumiﬁw
iwué“miuﬁaLﬁ'aﬁﬂﬁﬂmaﬁa;ﬁﬂﬂﬂiaauﬂ%’ﬂ%mi (AUNIY anding, duniwal)

3.2 MNBUAINN

£%

Ainusmswariwunivinisiiuniiguduniaiieenluiasasuduaisssuiiey

v AdY a <

nsAnw wazdiyaansifinnuianuamisandeund fudinduimsiiuseumiesuiiisadosd
ansvhausuduievilfAnlasainsisesléiuil (@A gain, duanwal)

3.3 Tasennsthses

nosads iumhenuiguansidniteiuatainisnmsfnuiyes Ingldluadaiuiu
AsssuisunisAnuiiiosnlasdiinuinisuasimuivinig fsiiuangunasesazthdauenais
Usznaunisidnineduaiadinsnisfnulugluuuvesnseauiumbenusiudain lnonendazidug
tuiinfeyanisliansiondroudaznanisine wdufvluadafudulilinisauisiniiify

@ <

n319a0u nesndedeiasdiuiidmivdafivluaiaiudu mnudeunldnisveidndreGuatainig
n1sAinwyastaenisddluiadafuduadaniussuueeulal nesrdafazdaivluadaluguuuulnd
PDF/A Faagiliinisduluiaiaunnsvdeuesmisnumeueniildie fadnnaudoseeusuinlig
PDF/A faduati tonarsiifiusianld PDF/A aziduienarsatiudiunsianun Sefiduunddlaid
nszuIumslunstisnsRaeuaugndesuunseasls egslsfinuenansluguiuunszauidudsd
anansadudiesld (Tangible) Sansasrsmusilaludiuvesdldanueg wninendeveuudusinnuwens
flazszanauAalunsviiliidu Digital University iosantagduiianundeumsinumalulad mde
wiesludiuveinisdanisnsiUAsunuas (Change Managerment) Tunouvhewihiiu (nd 1Sessluldy,

dunwal) Awziuliannesrdslaiuasunsivimenutudeuvesypansiaedunszaseiely
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aa v 1

Jusenuiegluguuuulnd POF faudasdslifinisasaneletendvia uriiunmsuiuasunisivg

g
=<

AosfinsUszarunuiiievennnuiiureuanmiisnuiiiugua 1y ans. waz nsuUynane (@3dns

a & o €y £ & ' = < 1 a (2 2 v o a o A A
¥aune, Funiwal) Jndumiisnunwmuizauiduegredsdunisusulultluasasudunasansilede

hol)

i

2.4 NUTEPIFUNUS

defimhenusumaiiazesnluiaiaiuiurisssudounisdnulusuuuulid POF/A
wazmhonuirfesilandugliluadafingnuds funeudelasdosssrduiusliunineidolu
wn3otneldunsumazagifunirsnuiiannunenlunisléauluaiadendr Taoviinis
Ussmnduiudiiunisussgidsl foinsifesiunssdufanssuuussuuedetisasaumeaiioniaun
N15AN¥1 (Workshop on UniNet Network and Computer Application, WUNCA) %38 n13Useu
insetnesyuunzDourusemavesszuunzdoutin@nuvesmineidosing Ainsdasumgng Y wn
wihgenilafifinnundeuiozldluiaiauius lusuuuulnd PDF/A lasaneiledendviafazanunsald
sldviuit mhonlafigslindeuldaufannsoldouluadaiuiuiidudiunifuianlag Por/A 1d
wzqﬁmwnaaaummgﬂé}’awmLaﬂaﬁaﬁuﬁwmemmﬁ’ﬂéﬂm&meaawﬁmizuu QR Code AiUs1ng
oglutonans ienhsauduiivinannsansisaeuanugniesanysalvesindianansliiies se
TUsuns1 Adobe Reader fingdaenszduliivtisnuiliisateaiuiinsiaaeuiiuszuuaivawny
\esanvilging axaan wardsendanailunisnsisdeuanugnaes (Wuned gasing, duntuel)

HoftssziduiFesvasnsihaeiiedendnaunldiuluaiafutudrsssudounisAnunluiia

vasulourede arsEusndunisiunisesuiisadesneluavinerdeveuniudauiialiiianis
Fouduazifudiegnlimitesunisuen wssduBesdmivazdesasuainuidediinase
WaAn33y (Mindset) vaaynainsinnaudaseausuinlud PDF/A fiasansileTendaudaneduativ

TianusaUasuudadls dquenasiinunaining PDF/A aziduenansaiuduinanun

A9190lHAN3TY

aneiloBeAdvia (Digital Signature) 3o TunduussimadszarauglsaziFonin ansilede
Sidnvsefindtuga (Advanced Electronic Signature) Aoansiiodeiiléivalululad Pk aunsonsivaey
AnuAsUiuanysalveaenansls lnsazdosdlauandd 4 4o fe (n) fimudeslostuiiwesaneiiode
(9) ansaszyianuvesasateiiofold (a) gnadrsduniglimamunuquareniesansiiode ()
awnsansiaaeuldiledinisuiluenansiléasansiiedelunds (Dimov, 2015) welulad PKI ¥inls
aunsaassaeiiedondvia Ingltlususesdidnmsedindanmienuidediols (CA) Wunidniilan 3
donndaafiu Gollin (2009) 7ina1331 wialulad PKI 9rewAdayminisiudusinu (Authenticate) vo4
nasmensin Wy Tukanswansfing uagluuduadng Mldanunsauenienatsiiassaviietasy

¥

wazoenlpganuAnwnianslunisesnienansdidymienisane) Jsesiniheundanuunderdug

Y
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@

vonlususesdidnnsedind (CA) 1 VerSign svuunisilestunisuasuenansdrdyiiflldogludagiulsl
11350 51980UN19N8AIN (Physical) n13uAsl (Chemical) #30n19051980UAIELAS (Optical) 83l
annsatestuldednefiuszansam Seldsuldaneiiodendaluniseenutadeidune isgauise
JosfumsUasuudas yudadvesaeiietendvialiianunsaufiasaruiuinveuls (Dai & Su, 2014)
wazarldaunsadnasnateiiedefdasinenarsudsluduenanslag 168n Fednsainanaiiede
Budnnsefind wu nmdreanedeTefiunsnlluenarsdidnnseiind avanunsadaaentuldionansduld
wazansnsoudletemmuluenanslsndsnitlsdunsnlndsunmaneiiodeasluud (Signinghub.com, n.d)
msasaneiiedendvialuenans sududesiinmsusyiususesanasunlndienansie Tnetuiin
naihnsdisfanmissnuiiliuinsdssiviuseananielriulaluFomeaiiunnsgiu
A9AAABINUNIIANYIVEY Goswami et al. (2014) uaz Jamaluddin et al. (2002)
dunsliunddususesdidnmsedind fmhsnunmeuendesddduaznsivasuanugnieses

lonansfasaneiietendva Arsazidulususes Mheausigg Mlangeusu Wislwawisansiaaau

'
A aa o o

Agndesauysaivesienasiiasaeiiodeniviarilaine Tnslawiglususest fleglu Adobe Approved
Trust List 9gaun3al#lusunsu Acrobat Reader asivasuaneiiodonivials
Uszianveslildlenansiifioninnasanefledodiviadelnd POF ins1zidulndifiuuaidn
aenndosUN1SANYIUBY Black & Mohr (2004) w51z 1wd PDF fiasaneiedendsiaudiaziinisiuses
ANNYNABIIEAIYBIDNATTLEY (Self-Certifying) A1N150ATIVFRUANATUNIUANYTRIAILTUTUNTY

¥

Adobe Acrobat Reader fianansnfnssldauldlnglifianlddns flémudnlvgduasivlng POF og
feunds wiiintunfeansilofeddta (Soderstrom, 2014) surAstesslulssnasinguuay
ansgowin Iéldarefledendviasauiulnd POF Tunsvigsnssu e litinamungune vinlvivinale
ETu wazananldansluniseonienans (Roberts, 2004) saudssurans HSBC Alwusms e-Cheque Tu
sUuuuveslild POF flasansiledendviarugnévessuians (HSBC, 2016) demdssearadaslsifinsld
a1 Java Script Tulwld POF flasannannsawdeunasioyalulwdmanildlagliviliaeietoniia
Huluay msen1sasaeuanugnieesasiiedonifassyiludisiindgnieldouedausndoud
Macro %30 Java Script ﬁ]%ﬁ’]x‘i’lm‘ﬁaLLﬁl‘U‘ﬁ@ZﬂﬁiﬁLWéL@ﬂﬁ’]i (Islam et al., 2004)
mssudniunislidatefiotedva F’]’JiL%IMﬁUWﬂ’JEJﬁ’luﬂ’]Eﬂ,u'ﬁlﬁﬂ’)’mw%}’ejuﬂ’méj’]uwﬂaﬁﬂiLLaS
weluladrew eliliuszaunsallunislénumalulad PK SansiEudutumbenuiivenluasaiuiiu
Assanilonnsin warmbenuidediluiaiafuiudmsudnaeanisinuyns 1éud nesnds 3
AealdsuanuiureunnsuUydnansuay @ne. denndesiunisAneves Linden et al. (2002)
nsldanefiodendvadeddumniotiedumesidniifiinutannds Fauugilildlusinnea
Secure Socket Layer (SSL) Ssuminendsveunauiinnunioslussuuadoinsfifienuasndvegudn

Feaonndaetu Geric & Vidacic (2012)
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LY

WnseTIvaeuANNAsUTIUaNYIAlvetlnd POF Tasmeilateadviauenanaglinisinsiieg

a A4 aa o

TUsunsu Acrobat Reader §eanunsaldusundinduuuiiofosiuansinlefdsia (Hash) Ausiaguuly

UsgnafleUns (Dai & Su, 2014) ®3ans19@0UNIY 2D Barcode Mauuvaanlatuaveaula
(Department of Information Technology, 2010) IuﬂﬂﬁgﬁuasﬁLLaﬂwaLﬂﬁuuuﬁaaaﬁWé’m QR Code

16 19 LINE viinsasivgeuaugniesauysaivesenasdmiumisnundslinouldlndnas

'
A aa o a

~ a X ' I v P ¥ o A a A < ¢
aneiladefavalinuazAINuINgalu ag19lsAnun1stYd QR Code fasliseiasas nasideudaiulud
(Phishing) NaglddmTunsaraauanugniesvasdaya uinamisawdladgmldmenisliduugii
Tunisnsrrasudaivlediarnisialususesduludinuu Extended Validation (EV) SSL Certificates #13l

Fovemmhsnuusngegluiulysiie

A3UNaN1337Y

o

nsthaneilatefdvaunldiuluiasasutuaisssutiounisnwvesumInendevauwnuidafia

(YY)

&
TENIU

=

1) Tuifinnanguang msdainlseniavesuminedeveulnuiiesesfunsidaeiioeniva
Tnefivamsselinelssnadenaseslidlndadulsznadus e inenae
2) Tufifimanalulad dveasseishe

- lalldsadusiveslususesdidnnsefindidne (Weak Password) laifinsuussiracinu 3

P

A2590NbUSUTRIT TUUNUVBINUIZIUILLNUIE AN NS UNITAIaL aTaRananuLendnsonluliAniaanly
SEUUNAITNUIUUINYDI89ANT
- laimseanlususesddnnseiindias msidenldlususess NeenlaeuSEmalausnisn

langausu aviliausansiaaeuAugnAesanysaivedena1siamuietefdviavinlaie uavdo

'
a & =

seidlusoamsnunengvedluiusesdidnnsedind Jsausaldnisuseiiususesaarvenenans (Time

aa v o

stamp) sntaelumssusesmslimetioterdviafifntu a narflususedidnnsednddilimnengnis
191

- %Wwﬁﬂumﬁué’uﬁamu’LumﬁL%’ﬂéﬁ’quumm@%muﬁ"’Jiﬂ Ao AellsEUUNITIANTS
SR uUATiALLL LA wazgldnudeviniuIsnsauasiaeaIuia

laimasldssuuiaiednefiifu Domain Validation iws1ze1adidynniuleduass
(Phishing) flazidsunuuilaguesiiules (URL) Famsvianuuuszuuedesiefiiu Extended Validation
SSL ity

~ladpasTolng Word nde Excel usnuziilwldlng PDF/A Fesosiuienansfiasansiiode

'
aa v Ay =

Aianfelinaluszazen wagdedlildlann1w JavaScript lulvla PDF/A isizavannsaudledeyalu

4 aaw v &

& PDF/A lonsudlazasatailetondvianainaiy
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3) Tufifvesuloue desfiaszisluiFosnsiasumnuideiiinanenginssy (Mindset) 184
yaanslunisldaneiiedediviafinnausioseniuinlng POF/A iasansiiodondvaudideduatiu 1
annsoUasuuladld druenansitfasianlid POF/A anduenansatiudiuniovmn Jamsiulouelu
nsBudndunsfumhsnuiitisateantslusminedeveuudunoudiioliiiansiFousuaziiu
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