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Abstract

This article aimed to 1) study the influence of information literacy, security awareness,
information management, and information usage behaviors on the effectiveness of information
system security management at Saraburi Hospital, and 2) determine optimal operational guidelines
for information system security. This research used an integrated approach, combining quantitative
and qualitative methods. The population samples were personnel of Saraburi Hospital, divided into
two groups. The first group contained 317 personnel of Saraburi Hospital classified by profession,
obtained by stratified random sampling, and the second group contained 10 quality managers. The
data were analyzed by descriptive statistics and path analysis of factors affecting the effectiveness
of information security management and interpreted with a focus group discussion with the quality
management team of Saraburi Hospital. The results are as follows:

Regarding level of knowledge, awareness, information management, information usage
behavior and the effectiveness of information system management, opinions of all aspects were
high and the path analysis of factors affecting the effectiveness of information security
management was consistent with empirical data (Chi-square =142.41, df. = 54, Chi-square/df. =
2.63, GFl = 0.94, AGFI = 0.90, CFI = 0.98 and RMSEA = 0.07). Information management had
the most influence on the effectiveness of information security management (1.040), followed by
awareness (0.540), knowledge, and information usage behavior (0.220, 0.081), respectively. It
was also found that information management, IT knowledge, and awareness indirectly influenced
the effectiveness of information security management through information usage behavior, with
©67% predictive power. The results of the focus group discussion showed that safety management
was effective and that there must be a way of planning management, control, supervision, and
the preparation of manuals as guidelines for information system practices. Guidelines must include

administrator and user sections, direct performance control, and be constantly updated.

Keywords: Effectiveness; Information system; Saraburi Hospital; Ransomware
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Correlation

Valiable

K_APP  K_ANA K_VEA W_PER W_UNDER  W_SITU M_PLAN M_MAN M_CON B_NEED  B_MOTIVA  B_ABI E_CON E_INTE E_AVAI
K_APP 1 0.555** 457%% 0.399%* 0.322%* 0.492%* 0.368%** 0.453** 0.443** 0.308** 0.494** 0.297** 0.633** 0.718%* 0.679%*
K_ANA 1 0.819** 0.241%* 0.432%* 0.494%* 0.397** 0.498** 0.384** 0.279%* 0.504** 0.206** 0.647%* 0.550%* 0.510%*
K_VEA 1 0.304** 0.411** 0.499** 0.368** 0.383** 0.327** 0.282** 0.479** 0.240** 0.571** 0.467** 0.440%*
W_PER 1 0.181** 0.174** 0.225** 0.227** 0.118* 0.256** 0.122* 0.282** 0.121* 0.118* 0.246**
W_UNDER 1 0.513** 0.244** 0.332%* 0.243%* 0.171%* 0.369** 0.207** 0.401** 0.305%* 0.283**
W_SITU 1 0.301** 0.463** 0.272%* 0.263** 0.362%* 0.299+** 0.463** 0.458+* 0.381%*
M_PLAN 1 0.624** 0.585** 0.426** 0.413** 0.164** 0.464** 0.498** 0.377**
M_MAN 1 0.584** 0.420** 0.495** 0.205** 0.558%** 0.624** 0.555%*
M_CON 1 0.394** 0.432%* 0.131* 0.519** 0.555%* 0.476**
B_NEED 1 0.600** 0.397** 0.341%* 0.364** 0.377**
B_MOTIVA 1 0.512%* 0.530%* 0.469** 0.599%*
B_ABI 1 0.270** 0.269** 0.203**
E_CON 1 0.679** 0.671**
E_INTE 1 0.700%**
E_AVAI 1

**Correlation is significant at the 0.01 level (2-tailed)

*Correlation is significant at the 0.05 level (2-tailed)
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