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Abstract

This academic article explores the dynamic relationship between state-led
cybersecurity measures and the protection of individual freedoms in the digital era a
relationship that is inherently complex and challenging. It analyzes how global and
national responses to cyber threats, particularly in the aftermath of the 9/11 attacks and
within the current digital landscape, have increasingly granted governments broader
powers to monitor, surveil, and regulate online activities through laws and control
mechanisms. Such measures directly impact fundamental rights, including privacy,
freedom of expression, and freedom of information. The article underscores the critical
importance of maintaining a balanced and sustainable approach between security and
liberty, erounded in the principles of the rule of law, transparency, necessity, and
proportionality of rights restrictions. This balance is essential to prevent the abuse of
state power and to preserve a democratic society that respects citizens’ rights and
freedoms. Failure to sustain this equilibrium risks eroding public trust and diminishing the

value of freedom in the digital realm.
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