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Abstract

Today’s rapid changes of the global
situation inevitably affect the international
security in many dimensions. In Thailand,
there are numerous indications that national
security is affected by cyber at different levels,
starting with a pattern affecting the general
public’s daily lives, the public confidence in
the reliability of a country’s economic and
socio-political systems as well as the other

environmental settings around us. Also, cyber
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has had a disastrous effect on a state’s peace
and security as it is used in espionage and
terrorism as well as a possible tool to disrupt
or destroy peace and order in the targeted
country. Thus awareness of the potential of
cyber security to national security is widespread
worldwide. Many countries are trying to build
and develop cyber capabilities creating their
competitive advantages and cyber potential.
However, it seems that the more advanced
technology is and the greater degree of a state’s
dependency on cyberspace inevitably increase
the greater the risk of cyber-incidents, as well
as the greater the risk of national security being
compromised.

This study aims to examine the present
environments of cyber security threats and
offer recommendations on the development of
the Thai military’s cyber security by means of
analyzing secondary including existing academic
papers and in-depth interviews with those who
have actual cyber-related work experience with
in the Thai Armed Forces. The study found that
at the policy level, international cooperation
in the ASEAN region should be established;
the National Cyber Security Policy should be
developed. Virtual connections and possible
cyber activities should be linked and properly
integrated to generate the overview operations
pictures of both general situations and critical
activities; the national defense should plan

to cover more cyber aspects; at the operational



level, virtual networks in cyberspace should be
built and supported by the relevant agencies;
own software/hardware should be developed
and materialized; joint training and training
exercises should be conducted regularly the
military cyber agencies. Cyber subjects should
be included in all military curriculum and courses;
Emergency response and readiness be prepared
and rehearsed so as to respond to emergency
situations promptly and restore the system back
to normal as soon as possible. Cyber-related
information and issues should be shared between
and among relevant agencies; personnel for cyber
should be recruited and developed persistently;
Cyber agencies should be prepared and readied
for a variety of cyber threats; and cyber security
awareness should be raised regularly for the army

and the general public.
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