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Abstract

The 5" Dimension of Warfare, Cyberterrorism

Cyberwarfare is the key factor in determining
strategies for the 5" Dimension of Warfare, which
includes threats in two dimensions, namely
treats in warfare and threats that are the result of
equipment used in warfare. As for the threats of
warfare, it has been transformed from conventional
warfare to the innovative use of technology as
a tool to conduct warfare, in other words, Cyber
Warfare. As for the strategic tools that have been
used to counter non-conventional threats or
non-conventional warfare, it is a necessity for
security organizations to adapt their strategies,
capabilities among personnel as well as tactics
due to the transformation of the battlefield
towards Hybrid Warfare. This new type of warfare
incorporates Conventional Warfare with Irregular
Warfare. The main difference between Conventional
Warfare and Cyberwarfare is that the aims of
operations in the 5th Dimension of Warfare do not
target the loss of lives as a result, but carry out
the operation through disruptive tactics, which
are so-called System-disruption Operations.
The advantage of the operation depends on
the development and utilization of programs,
as well as the various dimensions of the means

of attacking through hackers. These individuals/
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groups will carry out guerilla warfare that targets
military assets, Command and Control, Internet
of Battlefield Things: 10BT, Critical Infrastructure,
and vulnerable targets.

It can be summarized that the success of
Hybrid Warfare depends on the concentration of
force, integrating operational and tactical plans
(conventional warfare, terrorism, and technology)
and joint attacks at the enemy’s center of gravity,

which disrupts the operation of key infrastructures.

Keywords: Cyber Terrorism, Critical Information

Infrastructure, Hybrid Warfare
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Part I: d@9asulwiuas (Cyberwarfare): The Fifth
Dimension of Warfare
‘...Winner...combining two or more battlefield
factors together-for achieving victory...’
(Qiao Liang & Wang Xiangsui, 1999:
as cited in Fridman, 2018, p.12-13)
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“Defend forward is described as getting as close
to adversaries as possible to see what they’re
planning as a means of informing others to
prepare or take action themselves.”

(U.S. Cyberspace Solarium Commission, 2019
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n1seensAmanstunsiasnsuleuesves
an3ge mheaiisuiaveulasnsa (U.S. Cyberspace
Solarium Commission) fyuueufsafunigang
gsenanslumaimsgniazfeminduasiedosio
Tlndfusmsessuuindn/soanaslfunniian vied
Fund “Defend Forward” iletelunsinmuithmang
waziiddunsssiumgliiuiagd dannuvdnues
AIATIMALUL FEn) seUuUTRnsIusInInges
(Intelligence Surveillance Reconnaissance: ISR)

IAeMNagNanIne dduiiaes MMUNITIATIEIUET5/

wwsalle aziulainlunisyasasuleiuasaiunse

m WFAa  aussauumuw

wiseandu 2 9man Ao nslaufuuueizasgunsal
fun1slauseseuunIeYle Tngn1sluRkUURIZIS:
flenysiFendt nslisawss (Malicious Software:
MalWare) Falusenduaisunsefignoonuuuan
ievinnsdnvaensiauvesszuuneufinnes
Tnedl 3 wuUAe Viruses, Worms, Trojan Horses
gmmuﬁwmﬂuﬂsm"w A Msrgszuvlugduuy
#MIns3u (Trojan Horses) WU uLalioumigsuniLay
TunsfeasasmuenuuUTazyhmsdnasulazteusy
sglunumdivestndn lnedunislaufssuuiesetie
sUuvuniefiuaninedazidenitimune ileloud

o w !

mhsnuiiiideyadidy Wy mhsnummmvie
vihgaunsiuauiunalaenfoveaussine
MIBNUNINITHY Y30IANITINVUIAMEY Lne
pfemAtianNITlauAIULUUAIS 9 naufuiioli
Uszaunad§avhliszuuinvanutiuasaensde
hlvomagliannsaiufield luvnefinislauffiszuy
139918 (Distributed Denial-of-Service: DDOS)
Wisuladeunissuamunuuiildnesnanmissy
Frwaumnynlandfivang winslauesdadndu
Brute Force damunefis nslimdstadudomdana
Botnets lunsdifiunagnsmslaiuesiiaznszaned
dheuauAsLiwessuauNn 9ntu Tsdedoya
dWhgimune/dheasatrunieudulunanseidu
dawavinl wuwds (Bandwidth) Usinaumssu-detoya
funauAuvuaiisesiuld dudunislaufnsesi
dnuaiileUfiasnisiuinsveadwesssuu/iedotns
(Mazanec & Whyte 2019, p.26-30, 225-226)
aqU/Aiaue: andeyailldtiunisiase
Aunann1InIgIn1sealazuladinisyhasnsuy
Tugemensswdl 21 IFifiuingyaasasuuURaRaTY

(Hybrid Warfare) tUnuu1g909n15lauf Ao



Y =2

nAudnadvestnfin (CG) on15TnvINesEuy

'
v a

mimwjuﬁ’aﬁuﬁ’mwLLaﬂﬂiﬂa%ﬂaﬁugwuﬁﬁmmm
Faudnsduaseswatolnl nsTeufezdunissu
ATTNAEWLA T1INDIFEIAIATIUANLLUULAE
nesm&EIAsINUeNLUY fedudieautuniais
USuifinusugvsaansuazununssulel naenau
nsindanuaunsavesidmalasanizludes
mssiudnsufivesluasasulsuesiielfaanndase
aounsellanfiUdeuly Tnedewmsznindadnans

[ Y [ al

A o IR | | i
MUUTT AIUNULIEST ’JLLﬁ@ﬂV]hﬂslﬁﬁ M RAREIRN

* e e q

€

o

farnuwiifenluSesmsddaedesiiovs Hard Power
wag Soft Power fildinaluladiivuate/dudeu
Tun13ALIUNagNSAIUYNSAIERTULAZINIURUNITYI
ARSI Tid ey 91998ABINATANLUGUUUNTINNES
TunaanvToLUIMELAUTDITIAN (Defend Forward)
Wivhnssusmdnas/Annses Wildndsdeya
(Data) Mdunsnennsddalunisuszananaluasnsy
gaRdvia Iivuinsfineuidionsstaas Guufoing

10 9 Fseganunsaevuzasnsmlugai 5 laognuyiase

Part IIl: MsABn15318neluiuas (Cyber Terrorism)
“The first rule of unrestricted warfare is that
there are no rules, with nothing forbidden.”

(Qiao Liang & Wang Xiangsui, 1999
as cited in Fridman, 2018)
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