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Abstract

This article aims to present a study on
cybersecurity education based on Capture The
Flag (CTF) platforms. The students will develop
cybersecurity skills by using cyber security tools
in Capture the Flag Competitions. Types of CTF
challenges are divided into 2 areas of cybersecurity
knowledge, offensive security skills and defensive
security skills and consist of 10 categories
commonly used for training and competition
as follows: 1) Programming 2) Network
Exploitation 3) Web Exploitation 4) Pwnable
Binary Exploitation 5) Reverse Engineering
6) Digital Forensics 7) Cryptography 8) OSINT:
Open-Source Intelligence 9) Miscellaneous
10) Mobile Security. Cybersecurity education
based on Capture the Flag (CTF) Platforms is
a useful learning approach that simulates
cybersecurity scenarios and allows students
to work through various challenges while using
cybersecurity technologies and Al tools in creative

and ethical ways.

Keywords: Cybersecurity Education, Capture

the Flag Competitions, Capture the Flag Platforms
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