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Top trends for 2014, ranked by global significance

1. Rising societal tensions in the 4.07
Middle East and North Africa

2. Widening income disparities 4.02

3. Persistent structural 3.97
unemployment

4. Intensifying cyber threats 3.93

5. Inaction on climate change 3.81

6. The diminishing confidence 3.79
in economic policies

7. Alack of values in leadership 3.76

8. The expanding middle class in Asia 3.75

9. The growing importance
of megacities

10. The rapid spread of 3.35
misinformation online
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Source: Digital Attack Map Real-time Data - Top Daily DDoS Attacks Worldwide (All Countries)
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Framework for Improving
Critical Infrastructure Cybersecurity

Version 1.0
National Institute of Standards and Technology

February 12,2014
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Source: “Framework for Improving Critical Infrastructure Cybersecurity”, NIST, 12-Feb-2014
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Function
Category Unique
Unique Function Category
Identifier
Identifier

Asset Management
ID.AM n . o em
NSUTNITIANTNINEAU
Business Environment
ID.BE Y -
ANWLINABUNNGINY
Identify Governance
ID.GV . N
Ty N3ANUQLA (5551AU8)
Risk Assessment
ID.RA - .
n1sUselluANUEeq
Risk Management Strategy
ID.RM . P
NAYNSNITUINITAIIEL
Access Control
PRAC Y
A1IAIUANAIIYUINY
Awareness and Training
PRAT . .
MsasauRsErinuaznsinausy
Data Security
PRDS . .
Protect AISNYIAUYAIANBYDITOYR
PR
Joartu Information Protection Processes and Procedures nsguIuNIswag
PRIP .
Bnstunsdesiudeya
Maintenance
PRMA .
A1TUIEINYT
Protective Technology
PRPT .
waluladlunmstiesiu
Anomalies and Events
DE.AE . .
ANURAUNALAZIANITAl
Detect Security Continuous Monitoring
DE < DECM v < I
3393V mahselsnnusiunsUaenivetsmoiiios
Detection Processes
DE.DP .
NILUIUNITNTIIIU
Response Planning
RS.RP
NFINUNUNTABUAUBY
Communications
RS.CO d
[UEGRGEE
Respond Analysis
RS.AN ~ B
NBUAUDY MTUATIER
Mitigation
RS.MI
NSARNANIENU
Improvements
RS.IM .
nsUiulgImsmauaues
Recovery Planning
RC.RP .
WHUNSAUENN
Recover Improvements
- RC.IM . .
AUANIN MsUsulsIMsAuanIW
Communications
RC.CO P
[UFGRG P
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Focus: Organizational Risk
Actions: Risk Decision and Priorities

Changes i ln Blglou“ E Z Mission Priority
Current and Level E and Risk Appetite

Futre fisi Focus: Critical Infrastructure Risk aind Budget
1 ﬁ Management

Actions: Selects Profile, Allocates
Budget
—
e
—_—
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Implementation
Progress Framework
Changes in Assets, Profile
Vulnerabﬂny and lmplomontatlonl
Opemlons
W Level

Focus: Securing Critical Inflastmdure
Actions: Implements Profile
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Source: “Notional Information and Decision Flows within an organization”, Framework for Improving

Critical Infrastructure Cybersecurity, NIST, 12-Feb-2014
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Cybersafety

Critical Information Infrastructure Protection

Relationship between Cybersecurity and other security domains
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Source: “Relationship between Cybersecurity and other security domains” from ISO/IEC
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27032:2012 : Guideline for cybersecurity

Information security

Cyber security

Cyber resilience
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Source: “Relationship between Cyber Resilience, Cybersecurity and Information Security, ISF Threat

Horizon Presentation
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