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DOD Information Operations Core Capabilities

Psychological Operations (PSYOP)

Military Deception (MILDEC)

Operational Security (OPSEC)

Computer Network Operations (CNO)
Computer Network Defense (CND)
Computer Network Exploitation (CNE)
Computer Network Attack (CAN)

Electronic Warfare (EW)

Domination of the Electromagnetic Spectrum
Electromagnetic Non-Kinetic Weapons
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PRINCIPLES OF PUBLIC INFORMATION

® Information shall be made fully and readily available, consistent with statutory
requirements, unless its release is preciuded by national security constraints
or valid statutory mandates or exceptions. The “Freedom of Information Act"
shall be supported in both letter and spirit.

® A free flow of general and military information shall be made available,
without censorship or propaganda, to the men and women of the Armed
Forces and their dependents.

@ |nformation shall not be classified or otherwise withheld to protect the
Government from criticism or embarrassment.

® |nformation shail be withheld only when disclosure would adversely affect
national security, or threaten the safety or privacy of the men and women of
the Ammed Forces.

® The Department of Defense’s (DOD's) obligation to provide the public with
information on DOD major programs may require detailed public affairs
planning and coordination in the DOD and with other Government Agencies.
Such activity is to expedite the flow of information to the public.
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