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Abstract

This work, “Standards Development; cyber
security of the Ministry of Defence”, is to study the
Ministry of Defence (MOD)'s cyber security policy,
to study the international standards involved, and,
to propose ways to enhance the MOD’s Standards
to meet those international standards. The work
conducted interviews with experts and key
informants, also, studied academic research and
important documents involved; especially, those
documents involving with the MOD’s cyber security,

also, the documents and standards with well

®m UIa1oA0ad aslsauussny

recognized international levels within the matters.

This work studied the MOD’s documents
involved; including the Acts of the year 2008, namely,
“the MOD’s directives for Internet communications
and technology”, the MOD'’s policies and guidelines
of the year 2011, the MOD’s e-Defence strategy
for the year 2014-2018, and, the MOD’s cyber
command establishments. This work also analyzed
the international standards involved; including, the
U.S. DoD’s security policy, ISO 27001: 2005, FIPS
PUB 200, NIST 800-14, COBIT, IT BPM.

The results for ways to improve or enhance
the MOD’s cyber security are, for the commanding
structure to set up new ofcial positions for “the
information warfare ofcers”, to enable effectiveness
and fast operations, also, capabilities in effective/
fast defensive or offensive operations involved, for
policy and planning structure to set up regulations to
ensure information security requirements since the
beginning of procurements and acquisitions of any
hardware or software involved, for the cyber security
operational structure to set up new operational units
for both offence and defence, and, for the cyber
security research and development to set up new
“Information Warfare System research” to develop
or maintain secure information system to be most
effective. Also, there should have expert inspectors
who have sufcient expertise, knowledge, and skills to
perform security audits upto information standards,
or, military standards, to ensure secure deployment,
usage, and maintenance of secure information

system for the MOD, at all time.



In additions, there should be Cyber Security
training courses for people involved at all levels,
scholarship for higher education regarding Cyber
Security, also, setting up Cyber Security knowledge
management (KM) within each unit involved, and,
implementing secure E- Document system in practices.
Keywords: Cyber Security, Operating Standards
for Cyber Security.
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