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ABSTRACT

This study aims to examine effective approaches for collecting electronic evidence
in cloud computing systems in compliance with legal standards and to analyze practical
challenges. This qualitative research employs document analysis and in-depth interviews with
ten key informants, including police officers, digital forensic experts, prosecutors, and judges.
Data were analyzed using content analysis. The findings indicate that the admissibility of
electronic evidence in judicial proceedings depends on process reliability and data integrity.
Key considerations include legal compliance, preservation of the chain of custody, and
traceability throughout all stages. Essential practices include non-intrusive data acquisition,
forensic imaging, and systematic documentation, which enhance transparency and reduce
disputes in court. However, several challenges remain, including technological complexity,
cross-border jurisdictional issues, and limitations in personnel expertise. Therefore,
an integrated approach to collecting and managing electronic evidence in cloud computing
environments encompassing legal frameworks, technological development, and human
resource capacity is necessary to strengthen the effectiveness of the justice system in

the digital era.

Keywords: Electronic Evidence, Cloud Computing Environments, Digital Forensics,

Chain of Custody, Justice System
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