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Abstract

Nowadays, technology plays a crucial role in various aspects of life and business
operations for both the public sector, state-owned enterprises, and private sector. This is
because the workflow of such technologies often involves processing personal data for
providing services. Cybersecurity has therefore gained significant attention from society, as it
is a vital factor directly impacting the protection of personal data and the right to privacy of
data subjects. The concept of cybersecurity is an important principle reflected in personal
data protection law, as it is the responsibility of those who involved in processing personal
data to implement appropriate technological and organizational measures in order to ensure
security of personal data. However, aligning cybersecurity concepts with personal data
protection laws can be challenging. This is because the tools used to enhance cybersecurity
may not necessarily be effective in protecting data according to personal data protection law.
Therefore, managing the correlations between the concept of cybersecurity and the protection
of personal data is crucial for every organization. Striking a balance between the interests of
the cybersecurity and the right to privacy of data subjects may be a suitable approach in
managing the correlations between these two concepts. By combining the ideas and ensuring
a balance, organization should set out a clear policy and implement measures that are

suitable for the organization’s context.
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' Ibid Part Two: Basic Principles of National Application.

'® European Convention on Human Rights (came into force on 3 September 1953).
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' Charter on Fundamental Rights of the European Union (came into force in December 2009).

% Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free Movement
of such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation (GDPR)).

*' GDPR, Article 1.
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“ GDPR, Article 4 (1).
> GDPR, Article 9.

" GDPR, Article 4(7).

> GDPR, Article 4(8).

“® GDPR, Article 5(1)(a).
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" GDPR, Article 5(1)(b).
8 GDPR, Article 5(1)(c).
 GDPR, Article 5(1)(d).
** GDPR, Article 5(1)(e).
*! GDPR, Article 5(1)(f).
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32 GDPR, Article 5(2).
5 GDPR, Article 32.
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* GDPR, Article 77-84.

* Tims Rains and Timothy Youngblood CISSP, Cybersecurity Threats, Malware Trends, and Strategies:
Discover Risk Mitigation Strategies for Modern Threats to your Organization (2nd edn, Packt Publishing
2023) 23-42.
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*" Muharman Lubis and Dini Oktarina D. Handayani, ‘The Relationship of Personal Data Protection Towards
Internet Addiction : Cyber Crimes, Pornography and Reduced Physical Activity’ (2022) 197 Procedia
Computer Science 151, 151-160.
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*% Sylvia Kierkegaard, ‘Cybercrime Convention: Narrowing the Cultural and Privacy Gap?’ (2007) 1(1)
International Journal of Intercultural: Information Management 17, 18-30.
** Derek E. Bambauer, ‘Privacy versus Security’ (2013) 103(3) Journal of Criminal Law and Criminology
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** Maria Grazia Porcedda, ‘Data Protection and the Prevention of Cybercrime: The EU as an Area OF
Security?” (Working Papers LAW 2012/25, European University Institute, Department of Law, 2012) 67-70.

* Anderson Ross, Security Engineering. A Guide to Building Dependable Distributed Systems.
(Wiley:Indianapolis 2008).

*“ GDPR, Article 24.
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> Cynthia Brumfield and Brain Haugli, Cybersecurity Risk Management: Mastering the Fundamentals Using

the NIST Cybersecurity Framework (1st edition Wiley 2021).
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% Seung-Hun Hong and Mamoun Alazab, ‘Cybercrime and Data Breach: Privacy Protection through the
Regulation of Voluntary Notification” (Prepared for the Korea Legislation Research Institute (KLRI), Legal

Scholar Roundtable, How Law Operates in the Wired Society, Seoul, Korea, 2017).
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