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Abstract

Thailand’s defamation law fails to effectively protect the reputational rights of victims
who are anonymously defamed online, as they do not know the identities of the defamers.
Victims must rely on the procedure outlined in the Computer Crime Act B.E. 2550 (2007)
(and its amendments) (‘CCA’) to identify the defamers. Having analysed the Act, this article
shows that competent officials can request information from Internet Service Providers (ISPs)
to identify perpetrators. This procedure can be applied to identify anonymous online
defamers. However, the article argues that the procedure has practical problems such as
insufficient numbers of competent officials to handle online defamation cases. To provide a
solution, this article compares the Thai approach with the approach under US law, which
allows defamed victims to directly request a court to order ISPs to reveal the identities of
the anonymous defamers. Under the US approach, the court must weigh whether to
prioritise the victim's right to reputation or the anonymous user’s right to free speech. This is
because US law recognises anonymous speech as an aspect of free speech protected by the
Constitution. This article, therefore, proposes that Thai law should adopt this approach by
amending Section 18 of the CCA. It also argues that the US approach can solve the practical
problems under Thai law because defamed victims can directly request the Thai Court of
Justice to order ISPs to reveal their anonymous defamers’ identities without having to rely

on the competent officials.

Keywords: Defamation, Anonymous Defamation, Identification of Online Perpetrators,

Competent Official, Service Providers
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prgyfiduaulaiunn).

** Garrison v. Louisiana, 379 U.S. 64 (1964).

> ibid 65-66.

> Brenner (n 50) 10 (81984Af Mark W Freel, Note, Grand Jury Subpoena and The Threat to Free Speech:

In Re Grand Jury Matter (Gronowicz), 18 Conn L Rev 665, 684 n 109 (1986).
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Tuduvesnisaiiupfniulszavmeamisaunguuneansgowsnfiansasanizdadu
NAIINAIANINYIAIAEIGR LuAR New York Times v Sullivan (‘Sullivan’) (1968)* Fa.duafd

miilueass (Public Official) BenAdevieain New York Times msziitoauviuuszum
Usngluniadofinst afdmagegadaiuin nguusuady Alabama firvualiyasaiiioisel
Fvthvesigdesiuianauiadunguneddnuininisde arsmisnisidles (Political Speech) 1
1§ $uanudunsaslugiusiadnmlunisdeansniuigsssuyny nquuieuady Alabama @3sdn
$ssauyny WmhivesdgieliaunsaFenddemeannsmiiulssannainnisnsgimihiivesay
¢ uwddwtifivesigamnsaigadlddn dannaumiudszannduldnssilnefosdusznay

aelu (Actual Malice) nanfie Fuaslaforuaiin Tennutuiumiavieduashildawlaindeniny

vuduiansalal®

Pantazis laagu1e31 ussingIuad Sullivan viliReulunisilesadniudssumnidland

Juidmidnfivessy (Public Officials) Auiduynrasssuni (Private Persons) wanm19il ins1e
Wthivessgsenandemelaaniznsaiiaansaigauladn Tuasmeunstonnuimiulssum
lnefiasdusznauneglu® uazdildedurgdeludnit mageaaldvereauseludnluad Curtis

Publishing Co v Butts (1967)* i1 uAmag1s1584e (Public Figures) fasigatasAusznauniely
WUAY s1gyARaasIsasiaNAa1eAfInURMTNTgesTinsisdunumitddgludeny way
aunsadnfsdomaruiieUnleoseldusemuedla” uagnounluad Gertz v Robert Welch (1974)

mauiasiazenedeulunisigatesdusznouneludmsunsdiilandiduyrnasssun weua
Usgninilananald Ae yarasssualiddenldneuldiieduasesdeidosvasnumiauiuunna
41571500¢ $399088781ANNEENEYBIYARSTITUANNINATIAUEE BT AR UUARaAT5 T

e a A v

wenand lunsalnsniulseumnisesuladiianwazianizdnusen1suie As didene

Y

ldanunsaflesdlviusnsiisuiinnnmsfgldusnsviudssumidemela ins1eang 230(c)(1)
CDA lalanuAuasedly asiifiiemulaiduniwinglsdn

> New York Times Co v Sullivan 376 US 254 (1964) (‘Sullivan’).
*% ibid 279-280.

" Annemarie Pantazis, ‘Zeran v America Online, Inc: Insulating Internet Service Providers from Defamation
Liability’ (1999) 34 Wake Forest Law Review 531, 537-538 914014 Sullivan (n55) 283-84.

> Curtis Publishing Co v Butts 388 US 130 (1967) (‘Curtis’).
*? Pantazis (n57) 539 ©19819 Curtis (n58) %11 154-55.

* ibid 539; ﬁm%’ucﬁau‘taiwamﬁsmLﬁ'mﬁwauLsumsuamﬂﬂammmsmEJIGTﬂgMMwﬁuﬂizmmawizmﬁ
am"gam'%m a1u150Anw1la7 Nathaniel Gleicher, ‘John Doe Subpoenas: Toward a Consistent Legal
Standard’ (2008) 118 Yale Law Journal 320, 332-334.
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Y v Z o v I DA 61
Wnaavegale 9 NNoUTUNIANITY

v

ngraneidungraneseiuUsenea (Federal Law) eAuiulallvigliusnnsdessuianiaung
yndlemvesliuins ldinzilunsniiulszam® wiellemaiianguunedu 9% fidemedados
allunfyanaiBeudoruiviiuszumdunan®

3.2 AR MR UYTEUIMANUNYUUBENTFBLITN: N1sFeminsendnednslunis

deaslagiisununasinsluveidesvaunna

lunsalNdemegnuiindszumnisesulatlasdsuiy nguangansgowinilalians
v A o v ' A Yo o w § v Y a a s @ o v Y a Y .
Aidemetuiesiona iielidaddvilliuinstumesidalamediniudssumla Shuntich
wag Vogel loasungdn nssuiunsmengunglunismidiviiudssamil 2 Tunew® asula dull

Tunauusn landagyiinisilesdnasdelinsivie (John Does)* uaglandnesveliiaia

sanveisennenuliienatsviseingundsda (subpoenas duces tecum) lawadludsusuvnmse
a v = ) ! = ' a v ady ¥ oa . . ] 44 Y a

yarafiiaiiteyanedtudnaglimsuie wu uS¥nlviuinig Social Media fie 9 vive {liu3nis
. = £y v a I3 1% & «¥ & a . .

A Domain Name tJuny %aagawiamn%imm AD “UDIANUFIUVDIAUITYN (Basic Subscriber

Information)” @Aa “Miag weasinsdui Negdwa YeUnyTdmiunsgau uag IP Address” il il

Aviiuyszamlaglsulitoyauaoy Wu Meguaoy uidayandrdgyilandaiunsavels As “duiin

¥

ayanuneLaY IP Address el (users’ IP Address Log)” lag IP Address A feg@eliuinis

U
QQJ s & v o v o o = a s e o v A Y 1A ¢ @ 67
@uwlail,umlﬂﬂ']ﬁu@l’]ﬁ']‘ﬂi‘ULﬂﬁ'ﬁ]\‘iﬂ@ilW'JLmaﬁ‘Vﬁaq‘UﬂiﬂJQ‘HV]GLGULSU@NC‘l@L"U']EJE'JULwaiL‘HW

v = 4

JUABUN 2 Llolannbasutuiintayanuieway IP Address lanidead uA1so9dnavu

Y

- v Y v Y a a s & Ao ° v = a s
ievelimadali uInsdumesidanivuanuneiay IP Address dmsuinIesnauiiiines
wiogunsainldilousedumesidniialawmedn lashedly IP Address ¢

' No provider of user of an interactive computer service shall be treated as the publisher or speaker of
any information provided by another information content provider ., ﬁm%’u@au‘tmﬁmﬁ’umﬂ%mmw 230

CDA anunsadnuseazidenldil Gregory M Dickinson, ‘Section 230: A Juridical History’ (2024) 28 Stanford
Technology Law Review 1.
52 fegau AR Zeran v American Online 129 F3d 327 (4™ Cir 1997).

8 fegnau AR Force v Facebook, 934 F3d 53 (2019).

% Jessica L Chilson, ‘Unmasking John Doe: Setting a Standard for Discovery in Anonymous Internet
Defamation Cases’ (2009) 95 Virginia Law Review 389, 401.

% Savanna L Shuntich and Kenneth A Vogel, ‘Doe Hunting: A How-To Guide for Uncovering John Doe
Defendants in Anonymous Online Defamation Suits’ (2018) 35 Computer and Internet Lawyer 17, 18-19;
uaﬂmmﬁﬂim@ Gleicher (n60) i 328 (85uU1e1 nszvuMsUamedia B umesiindsund 2 Fumerituii).
% Gleicher (n60) 327 8Bunei1 Matlesafigarmidudeann (fictitious parties) funfunanuud.

*" Shuntich and Vogel (n65) 18-19.

* ibid 19.
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Tunszuaunsmdauiiuyszumi Gleicher lnadadunndn gliusnisdumesidnenauds
daedelinguedn dasesielivalameiilaeinaeauisodumsesdnau tnelalmawme
Aanusaraiovalimasnd1sasla® wagnszuiunistianunsailulawmediynnaiingsyiinis
ladyauiignguuiued 19w Wy afazdinaIaamuign1sanle © vie Idnevelilawmedgld
Sumesidadsulugruzneuluadla

muitlsnanlvluunihi anslunisdeanslaedsumdeduduniaveaainmlunisdeans
PN IEanSFawEn1? uenaini malulssmeanigewusnideiusesdaed anmlunisdeans
druiluimsdomslasfsunmhunsdumesidnde™ Feowniies aadsldimununnsguiland
Fosfigayl ioiamesdnasdslinsudelastiiainmlunisdeansunsiufiansande sgidlsfn
MNMSANYNITIUNTIINSNLMING (Legal Literature) MAadosriuuumslumslaimedagdoas
Tnedsuumungrneanigenin §idenuin maldmunnesguilenddesiigaiunndistuluus

avARuazlinuiud gelilafiiasgruidanu’™ winnesgrunailazdadddaou wigideiui

=2 =} o 9 v & a 4 9 a Y A o v g v 1%
nsAnwRIRIgIuvaIdasyiiiukwIAaiaaluUsemaansgowsnly iethluusulvaenades
fuvsunveanguinglnele daiu luiade 3.2.1 ITeasiiiausiiasgiuiniiaula fmaludsene

ansgousmbieeldsulufsanuiumadvnisaeuinsgiumaity uazluiade 3.2.2 asinaue

Totaueniiynisntadlalunsianunnsgiunlanddesigaulvdaay
3.2.1 wesgulunisiigauvesenalulssinaanszoisn

Arbatman wag Villasenor laaguimunn1svaaunnsgiuiiaalulssinaansgoiusng
wellunsiliameiideansinelisuilaeisuainad Columbia Insurance Co v Seescandly.com”™

(1999) (‘Seescandy.com’) Fudupdusniidnisaniuadunsiodamediddoaisiaadsuiunisg

<

a s 76 ad a a & Y 77 o ! 3 ¥ a L5 =] a o 1 &
dumediln’ aftiluadiazilininIeaanensen’’ mamvuaitlandagaesiigaideiaaseissielull
(1) lanfdesssysmuvesyprandilinsutelasansinngadiiisame wWslvaaaunsafiarsanle

% Gleicher (n60) 328.
"% ibid 331; see eg Columbia Insurance Co v Seescandy.com, 185 FRD 573 (ND Cal 1999), which will be

discussed in n 77-80.
"' See Doe v 2TheMart.com Inc, 140 F Supp 2d 1088 (WD Wash 2001).

? 390550 25.
" Shuntich and Vogel (n65) 19 ©1989a# Hard Drive Prods, Inc v Doe 892 F Supp 2d 334, 338 (DDC 2012).

" Gleicher (n60) 325 (na111 ‘F¥esvalameidnasdsinsudelilifnasgunmstigalfionnnsguien’)
Shuntich wag Vogel (n65) 19 (n@11i1 ‘malulssimmanigeuinmiilifidegiinisduasesdnilunisdearsiag
fswunlueesls’); Leeza Arbatman and John Villasenor, ‘Anonymous Expression and “Unmasking” in Civil
and Criminal Proceedings’ (2021) 23 Minnesota Journal of Law, Science and Technology 77, 78 (na1771 ‘wal
fnsdufuafiiorfunsdamediglidumesidalasdsumidunaindt 20 3 wimadslaildfvuannsgiud
Fanaw’).

™ Columbia Insurance Co v Seescandy.com, 185 FRD 573 (ND Cal 1999).

' Arbatman and Villasenor (n74) 99.

" Columbia Insurance Co (n77).
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7 Saeluyanavioliiyaraiilifmnuegass wasamnsagnitesastueals (2) landdesssytuneu
nlanspinlulaggatalunismiiegvesdniag wesuuseiuilainisnsevilagaasalunmsszysiinu
iedamungludsdnas uay (3) landdesantlaindiewedandaiunsaldudiiiasvelrenilals®

MBXAe AR In re Subpoena Duces Tecum to American Online™ (2001) (‘AOL’) lunfllmauasy

Virginia ldansandfesesuidnvila deflesynnaiilnaddonnumiuuszumauluissusmyes
American Online sl American Online 1#8ud13asfnd1u A1a Virginia I&imuauInsgiuia
firusnsunanesudesamesidlduinsisunn mn (1) maiureumudive vie nénguiidu
uwemadn (2) ganuiivennemaiivgualasgainlasveusssulunissnsin audemeainns
nszvhiisinisilesad war (3) Yeyavessyananumnemaiveiinudfglunisduiundsely®
FeanmsgIuaNAR Seescandy.com uax AOL Hgninnsali lildliaudunasesdvslunisdeansiae

Fsurlaind!

Arbatman waz Villasenor laeSunssiadn Lleasanuinsgiuvesisassadlulaaiia
anslumsdeansiaefsuinwinla malutasgdudaimuauesgulndlilanddesigau® wu ma
New Jersey Appellate Court Tunf Dendrite International, Inc v Doe No 3% (2001) (‘Dendrite’)

lomwvuailanddesiigaddn (1) landlaudsludsdnasdalinaude vl amnsaudelaelnadluds
Guleandnagldniulszavin landmdweninemaiiioUamei wazdesliiainumsundias
Tunsliugedve (2) seytonnulaniansimiiulssam wag (3) dosanunsauandlainafvadland

84 o 3 J I KVLQJ J J 19) o a d' 1 v
¥ BAZNAALAUIN LANALALEAIADAIAIANIUUNITAIUNNAINILAT (4) Aa

1ya (prima facie
4 Y go’ o 1 v a a vy a (% 1 A A o I3 P
91E)QSU\TL!'TWL!ﬂ'im/nWﬂﬂqiﬂﬂﬂiaﬂﬁﬂﬁ%@\iﬁﬂﬂaE]ﬁ?ii@&lﬂiﬂ’mﬂllﬂ'lmu%‘ﬁaﬂE]‘?J@\'iﬂ’]ﬁ@ﬂ"i]‘l/lﬂ LN®

NI15UINAITUALNEAINUYDII AN B LUE

ABNAINAR Dendrite WwalAfR Doe v Cahill®® (2005) (‘Cahill’) ¥89f1a Delaware

Supreme Court lanfluafiduyaraasisasd winsanaddu q Mandduuseniignufiudszam®

1@ Delaware lUFUUTsM055 149 NAR Dendrite Tiwde 2 8 nanafe (1) landdsnsiaangiey

Y va f & a P ) a 3 %% v = a 4 o |
LLQQ@%@ULW@?LumuauquﬂﬂJQUﬂUﬂﬂ Dendrite way (2) IﬂmﬂmaﬂLLaﬂﬂ%@LWﬂﬂﬁﬂWLWEJQW@W@

nslaudernsoselimaimininelaglisosduneiy (Summary Judgment Motion) Aalaesuly
| & v ° 1Y) a @ & o o o ) I3 P I3 a v L.
31 landdeainauevdngunilulssiiuddgdmiunnesdusenou Nlandausafigauld (Within

" ibid
“Inre Subpoena Duces Tecum to America Online, Inc, 2000 WL 1210372 (Cir Ct Va 2000).

* ibid 8.

81 Gleicher (n60) 340; Arbatman and Villasenor (n74) 99.

# Arbatman and Villasenor (n74) 99.

 Dendrite International, Inc v Doe No 3, 342 NJ Super 134, 775 A2d 756 (App Div 2001).

¥ ibid 760.
 ibid 760-761.
8 CML V, LLC v Bax, 884 A2d 451 (Del 2005).

8 ibid 454,
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dumasidalaedsurulaniiuuszumlnefissausznauntely wiAaiuin Wulsesenilannag

figauld vnlandlinsvilesfeglddumesidaautiu Al lanAislifesigatesdusenoull il
Aalaesutedn Nsimualilanddesseydennuiaadmiiulseumauesdusenaute 2 ¥eend
Dendrite® wagn1smvualvieasasd swmidnaiussdlszneude 4 vesad Dendrite o by

NsEUIUNTHTANNISIALE e Sasilaguad™

WIMIFINVOIAR Dendrite wag Cahill WlasumsBumudn Wunesgiuivanzanly

v oa a

nsfadninsenindnslunisdeansineisuinvesdwadudnsvedaninaglasunisideisning
deovne ndernuniivussumlagnssuiunsniema’

a v A X I = A ) a Y a1 oA =
ARAATINEN Arbatman wag Villasenor nanfiafigiunisilamedilunfiuie Aa Ad
In re Anonymous Speakers® (2011) #s3d9d8lag Aa Ninth Circuit AaLLIUINTFIUVOIAR

Cahill naduld msgmafiuindnvazresnsd@eds (Nature of Speech) msiduussifunanitly

Tupshinindmsunisdearsineisunlunssuiunsdawedidlddumeside aaldesuied
44' PRI Y A € ) 7y 1 P
nsdeansieIiuseamenalneg (Commercial Speech) lasuauAuasaslugiusiaininlunis
d49a19199n0110158 9819150907154 99 998 Arbatman wag Villasenor leasu1g711da1nAd
Anonymous Speakers ud3 faliifinudniandt wesgrulunisigatiielUawmedigdoaisingils

LY = 1 < 1 93
WANANwEYINIsHRasUAavUsEIAMATIsiuagsls
3.2.2 TatauenavInisiigiuinsgulunisiigad

Wesnaguunvanigawinidaldianudaauiwnsgiunlanidesiga J9d
] a P P 19 Y] a ° [ .
ANUWILIITINIsAvaueninsgiuiuiaulaiiaalulsemaansgoansniunluly wu Gleicher
& 1 I3 Y  a ¢ o o & I3 Y a d' a v

wiwd lannagdesiiga 4 Useiu dsialuil (1) Tand wagdliusmsfignuuneSentalininuneneny
muaumITtunsudslidnasdslinsuie (2) landdesigadisanuiideievesmiladand®™ nall
vy Yy i s & = s =i ] =
muilanaalutedudn nsiesadlaelaninluuprasssuaiiiesnusenauiunnd199nnsiend
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fiuaasinadidiya (Prima Facie) wivnnlanfiduyanaaisisasiiflesaiviuuszam Tulssnuiiu

* ibid 464.

* ibid 461.

* ibid.

’! Gleicher (n60) 340; Shuntich and Vogel (n65) 19.

*? Arbatman and Villasenor (n74) 103 (§1989A7 In re Anonymous Speakers 661 F3d 1168 (9th Cir 2011)).

?? 49NANARTINGTILNT Arbatman wag Villasenor §4l9e1989aR Doe v 2Mart.com (2001) FuduEasdeiunis

Uamesmeududuflidumesilalaeisun sreaudealuseg ibid 102.
* Gleicher (n60) 363.
* Tsng Llemueadaessad 55-60.
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% Gleicher (n60) 363.

°" Arbatman and Villasenor (n74) 122.

% Arbatman and Villasenor (n74) 122; uaﬂmﬂﬁiﬂiﬂ@ Chilson (n64) 414 (83u1e31 “msFstimiinidunnsls
nafilafuma Taefilldfiuumeinlanddesinauendnguuuulndsasduluauuuives afl Dendrite’).
 Arbatman and Villasenor (n74) 122 (81454 AR Mcintyre v Ohio Elections Commission (n25)

% ibid (81959AR Anonymous Speakers (n92)).

" ibid 124-125 (81989Af Cent Hudson Gas v Pub Serv Comm’n of NY 447 US 557, 562-63 (1980)).

% ibid 127.
1% ibid 126 (§19819AR SI03 Inc v Bodybuilding.com, LLC 441 F App’x 431 (9™ Cir 2011)).
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104 AR Doe v 2Mart.com (2001) (n71).
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